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a b s t r a c t 

Steganalysis and steganography are the two different sides of the same coin. Steganography tries to hide 

messages in plain sight while steganalysis tries to detect their existence or even more to retrieve the 

embedded data. Both steganography and steganalysis received a great deal of attention, especially from 

law enforcement. While cryptography in many countries is being outlawed or limited, cyber criminals or 

even terrorists are extensively using steganography to avoid being arrested with encrypted incriminating 

material in their possession. Therefore, understanding the ways that messages can be embedded in a 

digital medium –in most cases in digital images-, and knowledge of state of the art methods to detect 

hidden information, is essential in exposing criminal activity. Digital image steganography is growing in 

use and application. Many powerful and robust methods of steganography and steganalysis have been 

presented in the literature over the last few years. In this literature review, we will discuss and present 

various steganalysis techniques – from earlier ones to state of the art- used for detection of hidden data 

embedded in digital images using various steganography techniques. 

© 2018 Elsevier Ltd. All rights reserved. 
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. Introduction 

Steganography is the art of covered or hidden messaging. It

s far different from Cryptography which is the art of making

omething inevitable to understand, unless the cryptography key

s known. Steganography hides a message in a medium -which is

n plain sight-, but no one understands hidden message’s existence

nless he is aware of it. It is an ancient technique and the ety-

ology of the word comes from ancient Greek words: steganos

cover) + grapho (write). This technique of hiding messages is very

ommon now days since cryptography in many countries is forbid-

en or limited by law [1] . In many cases, if a suspect maintains

ryptographic content and refuses to reveal the cryptography key,

he authorities automatically consider him as guilty. 

Steganalysis is the opposite procedure of steganography. Primar-

ly, we try to detect the existence of steganographic content in a

igital device and secondly discover the hidden message. From this

oint of view, steganalysis can be classified into two major cate-

ories i.e. passive or active. Passive steganalysis tries to classify a

over medium as stego and identify the steganographic embedding

lgorithm, while active steganalysis additionally tries to estimate
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he embedded message length and ideally extract it from the cover

edium. 

Digital forensics is a relative new field in Computer Science and

ocuses on the acquisition, preservation and analysis of digital ev-

dence. As Palmer said, digital forensics are “the use of scientif-

cally derived and proven methods toward the preservation, col-

ection, validation, identification, analysis, interpretation, documen- 

ation, and presentation of digital evidence derived from digital

ources for the purpose of facilitation or furthering the reconstruc-

ion of events found to be criminal, or helping to anticipate unau-

horized actions shown to be disruptive to planned operations.”[2] .

Both steganography and cryptography intend to hide informa-

ion and often both are used together. Though cryptographic mes-

ages are easily detectable while they are meaningless, steganogra-

hy messages appear to be normal at first sight. Based on knowl-

dge of the actual message, the availability of the original cover

le and the steganography tool, the following types of technical

teganalysis can be distinguished [3] : 

• Stego only attack - only the stego object is available for analysis.

• Known cover attack - the cover and the stego object are both

available for analysis. 

• Known message attack - the message is known and can be

compared with the stego object. 

• Chosen stego attack - the stego object and the stego tool (algo-

rithm) are available for analysis. 

https://doi.org/10.1016/j.jisa.2018.04.005
http://www.ScienceDirect.com
http://www.elsevier.com/locate/jisa
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• Chosen message attack - the steganalyst generates stego-media

from some steganography tool or algorithm from a known mes-

sage. The goal in this attack is to determine corresponding pat-

terns in the stego-media that may point to the use of specific

steganography tools or algorithms. 

• Known stego attack - the steganography tool (algorithm) is

known and both the original and stego-object are available. 

Cover medium can be an image file, an audio file, a video file,

a network packet or even a text file. It is obvious that as more el-

ements are known to a digital forensics examiner, the more effec-

tive steganalysis will be. Furthermore, steganalysis becomes more

complex when moving from detection only, to detecting and de-

ciphering the embedded message i.e. moving from passive to ac-

tive steganalysis. As steganography becomes more widely available

and data either on digital devices or internet increases, the detec-

tion of steganographic content by digital forensics examiners be-

comes highly important. Theoretically, this concerns any type of

digital objects, but practically -in most cases- audiovisual files are

more frequently met. This literature review will deal with image

steganography and analyze state of the art methods of steganaly-

sis. 

More than one hundred methods extended to any type of image

steganalysis were recorded and presented. Two major approaches

were adopted by scientists. The first one refers to extraction of sta-

tistical features from stego and clean images. These statistical fea-

tures are compared then, in order to discriminate clean from stego

images. 

The second general approach is by employing machine learning

techniques. Thus, features are extracted from images (both clean

and stego), a classifier is trained, and finally unseen images are

presented to the model for evaluation. Typical paradigms of the

utilized classifiers are mostly Support Vector Machines (SVM) and

artificial neural networks. In both approaches an interesting sub-

ject discussed widely in each paper – and a critical step for achiev-

ing best results- is feature extraction and selection. Many tech-

niques were used for this, such as statistics (mean, kurtosis, skew-

ness, histogram analysis etc.), covariance matrix, similarity mea-

sures between pixels etc. Apart from the two prementioned ap-

proaches, modern methods employ deep learning techniques such

as convolutional neural networks or deep autoencoders, where fea-

ture extraction and selection is made in an almost automatic way. 

The performance and the quantitative analysis of the techniques

discussed in the following sections has also been given, by using

metrics such as the detection rate, the error rate and ROC curves

in specific embedding rates. In appendix we also provide tables

( Table 2 to Table 6 ) for each steganalysis category. These tables be-

sides basic information (i.e. author, date, method in brief) also in-

dicate the evaluation metric, dataset and number of images used,

in order to make the comparison between methods from the same

steganalysis category more distinct. 

In [4,5] , authors propose a different taxonomy of steganalysis

i.e. specific and statistical while in [6] and [7] the review is out-

dated. Paper in [8] only refers to steganalysis methods applica-

ble to jpeg images, while in [9] authors only refer to methods

for universal (blind) detection for image steganography. Our review

provides a detailed reference from earlier steganalysis methods to

state of the art, refers to all steganalysis categories and not only

to specific ones (such as jpeg, universal etc.) and it is up to date

including current trends like deep learning techniques. 

All presented papers were retrieved by Google Scholar. Primar-

ily, the search term “image AND steganalysis” was given and 5590

results were retrieved. In order to reduce the number of given pa-

pers, we searched again under the following constraints: a) the

search term should be part of paper’s title, so that the presented

papers by Google Scholar should be more relevant to our subject b)
nly papers from year 20 0 0 since today are acceptable c) patents

ere not included d) books were not included. Search queries used

ere: i) allintitle: "steganalysis", which resulted to 2080 results ii)

llintitle: "image steganalysis", which resulted to 344 results iii)

llintitle: "lsb", which resulted to 2150 results iv) allintitle: "lsb

atching" which resulted to 159 results v) allintitle: "universal ste-

analysis" which resulted to 75 results. Combining all the above

earch results from the different given search terms and by reading

he abstract of each paper to determine if the paper was relevant

o our research, we ended up having more than 100 papers which

re presented in the following sections. 

The rest of the paper is organized as follows. In Section 2 the

axonomy of steganalytic techniques is presented. Section 3 ex-

mines visual steganalysis, while Section 4 presents signature ste-

analysis techniques. Statistical steganalytic techniques are dis-

ussed in Section 5 . Spread Spectrum Steganalysis is discussed in

ection 6 , while in Section 7 the Transform Domain Steganalysis

echniques are presented. Finally in Section 8 , Universal (blind) Ste-

analysis methods are examined, and Section 9 presents the con-

lusions derived from this review. 

. Taxonomy of steganalysis techniques 

The simplest method of steganography is by embedding a mes-

age after the end of file (EOF) or by embedding hidden informa-

ion into exif header. Both methods are simple and fast, but they

re vulnerable to steganalysts. Even by looking the file with a hex

ditor, the message -if unencrypted- can be revealed. This simple

echnique is effective for people with little or none steganalysis

nowledge, but it is very easy for digital forensic examiners to de-

ect and retrieve the hidden information from the cover medium.

onsequently, new steganography techniques were developed and

ew steganalytic approaches were proposed. Depending on the at-

ack method a forensic examiner uses, six major categories are in-

roduced: 

• visual steganalysis 

• signature or specific steganalysis 

• statistical steganalysis 

• spread spectrum steganalysis 

• transform domain steganalysis 

• universal or blind steganalysis 

. Visual steganalysis 

Visual attacks are the simplest form of steganalysis. A visual at-

ack is the examination of the suspicious image with the naked

ye to identify any noticeable discrepancies. This turns to be very

ifficult, since the alterations made to an image when a message

s embedded, do not result in quality degradation. Most stegano-

raphic algorithms create stego objects that are similar to their

over medium. However, when unaltered parts of a stego image

re removed, it is possible to observe signs of manipulation. Hence,

f a steganalyst can identify those features of the image that char-

cterize it as stego, a visual attack may reveal the existence of a

idden message. The most common form of a visual attack con-

erns Least Significant Bit (LSB) steganography. The image is con-

erted to its binary form and the bits in the LSB plane are re-

rieved. In an image usually, there are as many even values as there

re odd, typically saying that there are approximately as many 1’s

s there are 0’s in its LSB plane. When text is converted to binary

owever, there are often more 0’s than 1’s. This indicates a visual

nconsistency and helps the forensic examiner to classify the image

s stego. However, this steganalytic technique is successful only

hen a poor steganographic algorithm was used to produce the

tego image. Typical software paradigms following that embedding
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Fig. 1. Clean image of Lena. 

Fig. 2. Stego image of Lena. 
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Fig. 3. LSB of clean image. 

Fig. 4. LSB of stego image. 

d  

i  

t  

W  

w  

s

4

 

t  

s  

d  

e  

m

 

7  
echnique are Camouflage and JpegX [10,11] , both early stegano-

raphic software that nowadays are outdated and least used due to

heir ease of detection [12] . A poor algorithm will embed the mes-

age bits directly after converting from ASCII to binary, and this

ill lead to the increase in 0’s. This attack is usually related to

alette images for LSB embedding in indices to the palette. Never-

heless, this technique has very poor results when trying to distin-

uish noisy images from stego images. In the less likely case that

 forensic examiner detects the cover images in a digital device,

he stego images are compared with the respective original cover

mages and differences are observed. Another indication of the ex-

stence of hidden messages is by trying to detect blank spaces in

he possible stego images. That is, because some stego algorithms

rop and pad the image in order to fit it into a fixed size. More-

ver, differences in file size between cover image and stego im-

ges, increase or decrease of unique colors in stego images can also

e used as indicators for the detection of hidden messages. Fig. 1

hows a clean (unaltered) image, while Fig. 2 is the same image

ith an embedded text file. 

Fig. 3 shows the LSB plane of Fig. 1 , while Fig. 4 shows the LSB

lane of Fig. 2 . 

These examples show that sequential LSB embedding is eas-

ly detectable. For this reason, new steganographic software was
eveloped, which embeds data to the carrier file in a random-

zed way. Fig. 5 shows the LSB plane of Fig. 1 and Fig. 6 shows

he LSB plane, when randomized LSB embedding was performed.

hen Figs. 3 and 4 with Figs. 5 and 6 are compared respectively,

e conclude that randomized LSB embedding is very strong to vi-

ual attacks. 

. Signature steganalysis 

Another steganalytic technique is to observe any repetitive pat-

erns (signatures) of a steganography software. These techniques

earch for signature patterns to determine the presence of a hid-

en message. For example, the string CDN is always added in the

nd of file when a message is embedded in an image with Hider-

an steganography software as shown on Fig. 7 . 

Masker [13] – another steganography software – uses the last

7 bytes of a stego file for its signature. Jpegx [11] before embed-
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Fig. 5. LSB of clean image. 

Fig. 6. LSB randomized. 
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ding the hidden message at the end of jpeg’s file marker, adds the

sequence 5B 3B 31 53 00. There are many steganalytic software

tools which scan files and identify signatures from various em-

bedding algorithms. Therefore, it is rather easy for a forensic ex-

aminer to discover steganographic content if the stego image was

produced with a tool which embeds its signature in the stego file.

A method for identifying steganographic content in JPEG images

regardless the tool’s signature was proposed by Fridrich [14,15] .
Fig. 7. Signature embedde
he image is divided into 8 × 8 blocks and the quantization matrix

s extracted by analyzing the values of Discrete Cosine Transform

DCT) coefficients in all 8 × 8 blocks. The quantization table is then

ompared with standard JPEG quantization table for compatibility.

f there are any incompatible blocks the image is characterized as

tego. 

. Statistical steganalysis 

Statistical steganalysis concerns those techniques developed

y analyzing the embedding procedure and determining certain

tatistics that get modified as a result of the embedding pro-

ess. Therefore, an in depth understanding of embedding process

s needed in order to achieve maximum steganalytic accuracy. In

patial domain, the steganographic algorithm is applied directly on

he pixels of the image. One of the earliest techniques is the so

alled Least Significant Bit Substitution (LSB) technique. Two dif-

erent LSB approaches were introduced i.e. LSB replacement and

SB matching. 

.1. LSB replacement 

In LSB Replacement, the cover image bytes have their least sig-

ificant bits replaced by the secret data. There are two different

mbedding schemes in Least Significant Bit Substitution algorithms

.e. sequential and randomized. Sequential embedding denotes that

he algorithm starts at the first pixel of the cover image and em-

eds the bits of the message data in order until whole message is

mbedded. Randomized embedding, disperses the positions of the

alues that will be modified to contain the bits of the embedded

ata. 

Westfeld and Pfitzmann [16] proposed the first statistical ste-

analysis technique. The technique identifies Pairs of Values (POVs)

xchanged during message embedding. POVs can be pixel values,

uantized DCT coefficients, or palette indices that differ in the LSB.

estfeld and Pfitzmann claimed that the frequencies of each of

he two-pixel values in each POV tend to lie far from the mean of

he POV. The Chi-squared attack detects these near-equal POVs in

mages and consequently embedded information. The Chi-squared

ethod reliably detects sequentially embedded messages but has

ow success when embedding is randomized. A more generalized

pproach of chi square attack was used to detect messages that

re randomly scattered in an image [17,18] . 

Fridrich et al. [19] proposed a method for detecting LSB em-

edding in 24-bit color images, the so called Raw Quick Pair (RQP)

ethod. RQP analyzes close pairs of colors created by LSB em-

edding. Close color pairs indicate that two colors differ only at

SB. The process of embedding messages into images increases the

umber of close color pairs. Therefore, by counting the number of

lose color pairs we can characterize an image as stego or not. Au-

hors showed that even for secret message capacities of 0.1 – 0.3

its per pixel, it is possible to achieve a high degree of detection
d to the end of file. 
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eliability. The drawback of this method is that it can be applied

nly to color images. 

For this reason, Fridrich et al. proposed a new scheme for detec-

ion of LSB embedding in color and grayscale images, the so-called

S steganalysis [20] . This technique divides the image into groups

nd measures noise in every group. Afterwards, flipping of the LSBs

f a fixed set of pixels within each group (by using a mask i.e. the

attern of pixels to flip) is performed and every group is classified

s regular or singular depending on whether the pixel noise within

he group is increased or decreased. The classification is repeated

or a dual type of flipping. RS steganalysis proved to be more reli-

ble than Chi-square method. 

Avcibas et al. [21] used image quality metrics -selected based

n the analysis of variance (ANOVA) technique- as feature sets, to

istinguish between cover-images and stego-images. The classifier

etween cover and stego-images was built using multivariate re-

ression on the selected quality metrics and was trained based on

n estimate of the original image. The embedded message sizes

ere 1/10, 1/40 and 1/100 of the cover image size depending on

teganographic scheme used. The detection rate varied from 65%

o 80%. 

Lyu et al. [22] used higher-order statistics to capture certain

roperties from natural images. These properties were used as fea-

ures to train a SVM. Several experiments were conducted depend-

ng on the varied embedding rate and the steganographic algo-

ithm. The obtained classification accuracy reached a maximum of

4%. 

Dumitrescu et al. based on Fridrich’s work, presented a general-

zed case of methods given in [23–25] . They used a finite state ma-

hine whose states were selected multisets of sample pairs called

race multisets. This finite state machine helped them to formulate

 quadratic function that estimates the length of embedded infor-

ation with high precision. 

Roue et al. [26] proposed an improvement in this method, by

sing marginal and joint probabilistic distributions of the image. 

Lu et al. [27] also proposed a variation of method presented in

23] . They combined the statistical measures developed in [23] and

 new least square estimation. The proposed method in compari-

on to SPA, showed less false alarm rate (13.79% when SPA false

ate is 5%). Moreover, the estimating precision is approximately 9%

igher than that of SPA method (88%) if the embedding ratio is

ower than 10%. 

Avcibas et al. [28] proposed a method which searches the 7th

nd 8th bit planes of an image and calculates several similarity

easures. Their approach was based on the fact that correlation

etween the specific planes of the image and the binary texture

haracteristics within these bit planes, are different in a stego and

 cover image. Several features were calculated, and these features

ere utilized to train a SVM to classify images as clean or stego.

he classifier was trained with all embedding percentages from 1%

o 15% and the detection rate varied from 48.80% to 92.17% de-

ending also on the steganographic scheme used. 

Dumitrescu et al. [29] also proposed another method that ex-

loits high-order statistics of the samples in order to derive a de-

ection equation. They estimated the hidden message’s length by

easuring signature statistical quantity. This method proved to be

ffective on both color and grayscale images. 

Li Zhi et al. [30] proposed Gradient Energy-Flipping Rate Detec-

ion (GEFR). GEFR calculates the gradient energy both of the cover

nd the stego image. Then the Gradient Energy curve is utilized to

stimate the message length. When embedding rate is more than

.05 bits per pixel, the technique reliably detects the presence of

he secret message. 

Zhang and Ping [31] proposed another technique for grayscale

mages. The technique is based on the difference image histogram.

ranslation coefficients between difference image histograms were
tilized as the measure to indicate the weak correlation between

he least significant bit (LSB) plane and the remaining bit planes.

his measure was then used to construct a classifier in order to

iscriminate the stego-image from the carrier-image. Embedding

ates varied from 0% to 100% in 10% increments, while the detec-

ion rate reached an average of 96.03% at topmost. The proposed

lgorithm works well both for sequential or random LSB replace-

ent and shows better performance and computation speed than

S analysis. 

A method for 8-bit GIF images known as Pairs Analysis was pro-

osed by Fridrich et al. [32] . The technique uses patterns formed

y pairs of colors (color cuts) to estimate the length of the se-

ret message. The structure of the color cuts is measured using an

ntropy-like quantity R -which is in fact a quadratic function of the

ecret message length- and based on R, they estimate the unknown

essage length from the stego image. This technique outperforms

he Chi-square attack [21] and for BMP and palette images it pro-

uces more reliable results than RS steganalysis [20] . Nevertheless,

or grayscale images, Pairs Analysis is slightly worse than RS ste-

analysis. 

Ker in [33] evaluated both Pairs Analysis and RS steganaly-

is techniques and proposed improvements in both of them for

rayscale images [34] . 

Another method was presented by Celik et al. [35] . Based on

he observation that hidden message embedding increases image’s

ntropy and various hiding method introduce small impercepti-

le distortions, they formed a feature set based on rate-distortion

haracteristics of images. This feature set was utilized to train a

ayesian classifier preceded by a Karhunen–Loeve transform and

ventually classify images as clean images or stego. Embedding

ate was 0.1, 0.2, 0.4, 0.6, 0.8, and 1.0 bits per pixel (bpp) and 27%

f the cover images were mislabeled as stego-images, while the

iss rate decreased with increasing embedding rate. 

Benton and Chu [36] used decision trees and neural networks

n order to discriminate clean from stego images. In order to ex-

ract features, they used the RS method with a slightly different

pproach than the original RS, as the goal of their approach was to

ecide whether the image contained hidden data and not in esti-

ating the embedding probability. 

Fridrich et al. [37] introduced the concept of a weighted stego

mage and then formulated the problem of determining the un-

nown message length as a simple optimization problem. The ac-

uracy of this method in detection of hidden information and esti-

ation of embedding ratio is relatively high. 

Ker et al. [38] revisited weighted stego image steganalysis

or estimating LSB replacement payload sizes in digital images.

hey suggested new weighted stego estimators by upgrading

he method’s three components i.e. cover pixel prediction, least-

quares weighting, and bias correction. These new methods com-

ared to other structural detectors, managed to improve accuracy

hile not being complex. 

Chen et al. [39] proposed a technique based on 7th and 8th

it plane randomness tests. A scan of the two-bit planes was per-

ormed, and two binary sequences were obtained. Afterwards, the

andomness of these two sequences were tested by several ran-

omness tests respectively. The results of the randomness tests

ere used as attributes to construct a classifier to distinguish be-

ween stego and cover images. The results showed the detection

ccuracy of method was higher than 95% to stego images with an

mbedding rate higher than 0.05 bits per pixel. 

Bhattacharyya et al. [40] used an auto-regressive model and

 SVM classifier to detect the presence of the hidden messages,

long with multiple regression parameters in order to predict

he length of the hidden information. Embedding rates varied

rom 10% to 100% with 10% increments and maximum accuracy

chieved. 



222 K. Karampidis et al. / Journal of Information Security and Applications 40 (2018) 217–235 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

t  

a  

a  

f

 

L  

f  

b  

p  

c  

d

 

b  

m  

s  

w  

a  

u

 

a  

l  

s  

t  

f  

e

 

t  

p  

i  

w  

e  

t  

a  

u

 

s  

s  

o  

r  

t

 

c  

s  

i  

c  

o  

t  

c  

a

 

t  

m  

A  

a  

r  

T  

a  

p  

i  

m

 

t  

s  

o  

t  

t  
Kekre et al. [41] used feature extraction and distance measures

to detect stego images. The extracted feature vectors were derived

from gray level co-occurrence matrix (GLCM) as they noticed that

there is a difference between the features of stego and non-stego

images. Afterwards, they compared distance metrics like Absolute

distance and Euclidean distance for classification and they con-

cluded that Euclidean distance gives the best results. Their method

works in case of both grayscale and color images. 

Fillatre [42] designed an adaptive statistical test that its prob-

ability distribution is always independent of the unknown image

parameters i.e. the mean level and the covariance matrix of the

image. The unknown parameters are replaced by estimates based

on a local linear regression model. The specific statistical test is

based on the likelihood ratio. Experiments were conducted on real

natural images derived from BOSSBase image set [43] and the pro-

posed method was also compared to other state of the art. The

resulted ROC curve showed the relevance of the method. 

Fridrich et al. [44] proposed a machine learning based detector

utilizing co-occurrences of neighboring noise residuals as features.

Researchers adapted the features for detection of LSB replacement

by making them aware of pixel parity. Then they introduced two

key novel concepts – calibration by parity and parity-aware resid-

uals. It was shown that, for a known cover source when a binary

classifier can be built, its accuracy is better in comparison with the

best structural and WS detectors in both uncompressed images and

in decompressed JPEGs. This improvement is especially significant

for very small change rates. 

Verma et al. [45] used a Difference Image Histograms (DIH)

for both suspicious and original image, then flipped LSB bits to

both images, reconstructed the DIH and compared them in order

to characterize the suspicious image as stego or clean. 

5.2. LSB matching 

LSB replacement technique proved to be very vulnerable. In or-

der to avoid certain statistical attacks Sharp [46] introduced LSB

matching steganography technique. In the LSB Matching embed-

ding algorithm each secret data bit is compared with the least sig-

nificant bit of the corresponding cover byte. If the two compared

bits match, no change is made while in the case of a mismatch the

cover byte is incremented or decremented at random. Let C is the

cover image, C i the i th LSB bit, M the hidden message, M i the i th

bit of M, S the resulted stego image and S i the i th LSB of the stego

image. Eq. (1 ) shows the embedding process for LSB matching 

S i = 

{ 

C i , i f M i = C i 
C i − 1 , i f M i � = C i and C i � = 0 

C i + 1 , i f M i � = C i and C i = 0 

(1)

LSB Matching retains the characteristics of LSB replacement but

it is more difficult to be detected from statistical perspective. Con-

sequently, previous mentioned methods on LSB replacement have

low detection accuracy on LSB matching. 

Zou et al. [47] proposed a steganalysis system based on 2-D

Markov chain of thresholded prediction-error image. A non-linear

SVM was utilized as classifier and extensive experiments were con-

ducted which showed very good results. Embeddings rates varied

from 0.01bpp to 0.3bpp and the average detection rate was 52.28%

to 97.75% respectively. This method also performs well as a univer-

sal stego detector. 

Malekmohamadi et al. [48] proposed a method for steganaly-

sis of grayscale images using spatial and Gabor features. They used

spatial relationships between pixels of clean and stego images for

feature selection. Those features were utilized to train a SVM clas-

sifier. Gabor filter coefficients were also used to form their input

vectors for training an agent. First and higher order statistics from

the whole image and its DCT transform have been employed. The
rained model was then applied to unseen altered and clean im-

ges. The results showed a high correct detection rate i.e. 93% for

ltered images and 96% for clean images while the embedding rate

or the algorithm was 14.1%. 

Pevny et al. [49] proposed a novel approach to steganalysis of

SB matching by introducing a new feature set, the so called SPAM

eature set. The local dependences between differences of neigh-

oring cover elements are modeled as a Markov chain, whose em-

irical probability transition matrix is taken as a feature vector. The

onducted experiments showed that SPAM feature set can reliably

etect algorithms hiding in the block DCT domain as well. 

Zhang et al. [50] proposed a LSB matching steganalytic method

ased on statistical modeling of pixel difference distributions. The

ethod examines the number of non-zero difference values from

tego-images and the number of the zero-difference value. After-

ards, the estimation of the relative error between the estimated

nd actual values of the number of the zero-difference value is

sed as the classification feature. 

Fridrich et al. [51] attacked a content-adaptive steganographic

lgorithm (HUGO) and identified features capable of detecting pay-

oad embedded using such schemes. Afterwards they utilized en-

emble classifiers obtained by fusing decisions of base learners

rained on random subspaces of the feature space. The best per-

ormance achieved on BOSSRank test set [43] was 80.3% and the

mbedding rate was 0.4bpp. 

Gul et al. [52] attacked HUGO as well. First, they extracted fea-

ures by applying a function to the image constructing the k variate

robability density function (PDF) estimates, and downsampling

t by a suitable downsampling algorithm. Images from BOSSBase

ere used as training set while BOSSRank was the test set, with an

mbedding rate at 0.4bpp. Feature selection improved very slightly

he detection accuracy i.e. 0.3% in average. The best detection rate

ttained was 85% when 957 features were selected and a SVM was

tilized as classifier. 

Fridrich et al. [53] used rich image models combined with en-

emble classifiers in order to automatize steganalysis for a wide

pectrum of steganographic schemes. They assembled a rich model

f the noise component by considering various qualitatively diverse

elationships between pixels. Then, ensemble classifiers were used

o assemble the model and the final steganalyzer. 

In [54] authors used a 275-dimensional feature vector to dis-

riminate stego from clean images. This feature vector was con-

isted of 193 features (calculated from DCT coefficients) and 81 cal-

brated Markov features, while the 275th feature improved the ac-

uracy of the steganalyzer, helping it to adjust to different values

f features on images of different size. Then, by using regression

hey learned the relation between the feature’s location and the

hange rate. This method is applicable for both LSB replacement

nd matching steganography. 

Cogranne et al. [55] presented a test for LSB Matching detec-

ion. Authors introduced a test based on the likelihood ratio, which

aximizes the detection power regardless the embedding rate is.

fterwards, they calculated the statistical properties of this test

nd finally they presented a generalized likelihood ratio test by

eplacing the unknown medium parameters by their estimation.

he proposed test was performed on BOSSBase and BOWS [56] im-

ge sets, both publicly available. Authors also compared their pro-

osed method with other state of the art such those described

n [57,58] and the resulted ROC curves showed that the proposed

ethod performs well. 

In [59] Holub et al. proposed an alternative statistical represen-

ation. The authors projected neighboring residual samples onto a

et of random vectors and took the first-order statistic (histogram)

f the projections as the features. To evaluate the performance of

heir method authors attacked three steganographic schemes on

wo different test sets, with an embedding rate from 0.1bpp to
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.4bpp. Authors also contrasted the results against several state-

f-the-art domain specific features sets. 

Xia et al. [60] showed that LSB matching smoothes the his-

ogram of multi-order differences. Based on this observation, they

sed the co-occurrence matrix to model the differences with the

mall absolute value to extract features. Support vector machine

lassifiers were trained with these features, to distinguish stego

mages from the original ones. Experiments were carried out on

hree test sets, the embedding rate varied from 0.1bpp to 1.0bpp

nd comparison to other state of the art methods has also been

ade. 

Xia et al. [61] proved that after embedding a message with LSB

atching, the histogram of the differences between pixel gray val-

es is smoothed by the stego bits even if there is a large distance

etween the pixels. Also, the center of mass of the characteristic

unction of difference histogram (DHCF COM) decreases after mes-

ages are embedded. Thus, the DHCF COMs were calculated and

sed as features and a SVM was trained to detect the existence of

idden messages. Feature sets from adjacent and non-adjacent pix-

ls were made, namely DHCF COMs#1 and DHCF COMs#2. BOSS-

ase and NRCS [62] were the two image sets utilized as test sets.

oreover, the proposed method was compared with the methods

escribed in [58] and [49] . Features extracted from nonadjacent

ixels do not depend on image correlation. This may be the rea-

on that the combination of SPAM and features in DHCF COMs#2

an get a better detection result. 

In [63] an extension of the spatial rich model [53] for steganal-

sis of color images was proposed. The additional features used,

ere extracted by three-dimensional co-occurrences of residuals

omputed from all three-color channels. These features can capture

ependencies across color channels. Experiments were conducted

n three image databases - different color versions of BOSSBase

1.01 - with an embedding rate 0.1 bpp for LSB Matching and 0.4

pp for WOW. These experiments showed that the proposed fea-

ure set (18,157 features) proved to be extremely powerful for de-

ection of LSB Matching steganography in images. The average de-

ection error for one payload is 0.0297–0.1790 (LSB Matching for

he three test sets), while for different payloads (0.05–0.5 bpc) is

lso small as shown in paper’s Figs. 2 and 3 . 

Chen et al. [64] proposed a method that calculates the differ-

nces among pixel pairs and proved that the histogram of differ-

nce values is smoothed by stego noises. They calculated the dif-

erence histogram characteristic function (DHCF) and the moment

f DHCFs (DHCFM) and used them as discriminative features. Fea-

ures were calibrated by decreasing the influence of image content

n them and a SVM classifier based on the calibrated features, was

rained. BOSSBase and NRCS were used as training and test sets

nd the embedding rate was 0.25bpp. Experimental results demon-

trate that the DHCFMs calculated with nonadjacent pixels were

elpful to detect stego messages hidden by LSB matching. 

Lerch-Hostalot et al. [65] provided an unsupervised steganalysis

ethod that combined artificial training sets and supervised clas-

ification. This method assumes that the embedding algorithm and

he approximate bit rate used by the steganographer are known.

OSSBase image set was used to produce stego images with var-

ous embedding rates (0.10bpp, 0.20bpp, 0.25bpp and 0.40bpp).

he model has been tested on three steganographic methods and

he extensive comparative experiments done, showed that the pro-

osed method achieves better classification accuracy than that ob-

ained of traditional supervised steganalysis (Rich Models, Ensem-

le Classifiers etc.) 

In [66] Sandoval et al. chose the 12 most relevant features

ased on the probability density function (PDF) of difference of

djacent pixels and the co-occurrence matrix of the image. This

eature vector trained a SVM to distinguish stegoimages from the

atural images. To evaluate the proposed steganalysis scheme, they
sed two image data sets, BOWS and UCID [67] under four dif-

erent embedding rates or payloads, i.e. 100%, 75%, 50% and 25%.

xperimental results showed that the proposed scheme provides

etter performance - 87.2% in average- than previously proposed

ethods. 

. Spread spectrum steganalysis 

Spread Spectrum Image Steganography (SSIS) was first de-

cribed by Marvel et al. [68] . SSIS embeds the hidden information

ithin noise, which is then added to the digital image. This noise

f kept at low levels, is not distinguishable to the human eye. 

Harmsen et al [69] presented a spread-spectrum steganalysis

ethod for color images, using Histogram Characteristic Function

HFC) -which is the Fourier Transform of image histogram- and

xploiting the properties of center of mass of HCF where center

f mass is the first order moment. Two different experiments were

onducted. The first detected images when the embedding method

as known, and the detection rate was 94.68%. The second one

etected images when the embedding method was unknown. The

etection rate in this case was 95.89%. In both cases the embed-

ing rate of 1 bpp. 

Chandramouli et al. [70] proposed two other steganalysis

chemes for spread spectrum steganography. The first scheme does

ot exploit higher order statistics. It uses regression techniques to

stimate cover image from stego image. Afterwards in order to ob-

ain the estimate of the secret message, the estimated value is

ubtracted from the stego image. The second exploits higher or-

er statistics. Experiments showed that in comparison to the first

roposed scheme, exploiting higher order statistics improved per-

ormance of steganalysis. 

Wang et al. [71] proposed a technique for block DCT based

teganography. Authors noticed that pairs of neighboring pixels

ithin an 8 × 8 block have different statistics from those across

wo 8 × 8 blocks. Two histograms of pixel differences were com-

uted for which a Kolmogorov–Smirnov (KS) binary hypothesis test

iscriminates stego from clean images. 

Another method is given by Rongrong et al. [72] . This method

s based on block based scatter (variance) difference detection. Pri-

ary, after applying a spatial filter, the cover image is restored.

fterwards, the spread spectrum process is performed on the test

mage several times and the scatter of low frequency coefficients

n each DCT block is estimated. The same process is applied over

he estimated cover image and its own scatter is estimated as well.

inally, the difference between the two scatters determines if there

s a spread spectrum message. 

Sullivan et al. [73] proposed a steganalysis method suitable for

rayscale images. They modeled the correlation between pixels in

n image, by utilizing a Markov random chain. Afterwards a SVM

as trained with both clean images and images embedded with

pread spectrum steganography. 

Li et al. [74] developed a low complexity multicarrier iterative

eneralized least-squares core algorithm to extract unknown mes-

ages, hidden in image hosts via spread-spectrum embedding. 

. Transform domain steganalysis 

As more attacks on various steganographic schemes were pre-

ented by steganalysts, there was the need of finding stegano-

raphic methods more robust to attacks such as compression, fil-

ering etc. Various transform domains techniques were utilized

uch as Discrete Cosine Transform (DCT), Discrete Wavelet Trans-

orm (DWT) and Fast Fourier Transform (FFT) in order to hide in-

ormation in transform coefficients of the cover images. 

Liu et al. [75] transformed digital images (both clean and stego)

n DFT, DCT, DWT transform domains. Each image was divided
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into 8 × 8 sub-block and DCT was performed in each sub-block. In

DFT and DWT data hiding process, selected metrics were based on

magnitude (two statistics, image and its sub block). Then the three

levels of DWT were taken under consideration in each training im-

age, and the mean value, variance, skewness and kurtosis of each

part of every level was calculated. This procedure produced 36 fea-

tures for each image. Added with DCT’s 4 statistics based image

metrics, a 40-d feature vector was created. An artificial neural net-

work was trained then and the average detection rate was 80.2%. 

Another approach was given in [76] . They proposed a method

specific for wavelet domain quantization modulation technique

[77] . It has been observed that histogram shape of cover image is

smoother than stego image. Spectrum analysis and energy differ-

ences was used to score for differences in the histograms of clean

and stego image and a threshold was used to determine whether

the image was stego or clean. 

Liu et al. [78] proposed another technique based on statistical

analysis of the texture of the image. Once more, they used a neu-

ral network as a classifier for clean and stego images but their

approach for extracting features was different from [75] . Specifi-

cally, wavelet coefficients in each sub-band of a three-level wavelet

transform were modeled as a Generalized Gaussian distribution

(GGD) with two parameters α and β . Consequently, nine pairs of

those parameters i.e. eighteen image features were utilized as in-

puts of a neural network. Authors hided a 64 × 64 binary bitmap

in images from two test sets and the average correct detection rate

reached up 84%. 

Sullivan et al. [79] proposed a steganalysis method specific to

Quantization Index Modulation (QIM) data hiding. They tested QIM

that embeds in 8 × 8 blockwise DCT coefficients of an image. They

used the histogram as an empirical probability mass factor (PMF)

for acquiring a 300-dimensional feature vector. A supervised learn-

ing procedure was employed later to train the classifier. Three dif-

ferent image sets were used as training and test sets. Experiments

were conducted in a supervised learning approach and showed

that even when the quality factor was unknown on a mixed (from

all three datasets) set of images, the detection error was low i.e.

0.01–0.083. 

Shi et al. [80] presented a new steganalysis scheme to effec-

tively detect the advanced JPEG steganography. They worked on

JPEG 2-D arrays formed from the magnitudes of JPEG quantized

block DCT coefficients. Difference JPEG 2-D arrays along horizon-

tal, vertical and diagonal directions were then used to enhance

changes caused by JPEG steganography and Markov process was

applied to modeling these difference JPEG 2-D arrays so as to

utilize the second order statistics for steganalysis. Furthermore, a

thresholding technique was developed to reduce the dimensional-

ity of feature vectors, in order to make the computational com-

plexity of the proposed scheme wieldy. 

Westfeld [81] proposed a methodology to apply higher or-

der steganalytic attacks from the spatial domain to the transform

domain. More specifically, 72 methods derived from the spatial

domain were examined. There was also examined the proposed

method’s detection power and precision compared to prior meth-

ods and finally designated the way properties like image size and

JPEG quality effect the ranking of the proposed attacks. 

Kodovsky et al. [82] introduced two approaches for detecting

hidden data using LSB embedding in quantized DCT coefficients of

a JPEG file. At first, a change rate estimation using the maximum

likelihood principle was introduced. Due to this model’s high com-

plexity, another method was proposed also, based on minimizing a

penalty function on cover images while increasing it on stego im-

ages. 

Liu et al. [83] expanded the work in [80] and proposed a new

scheme. The features of the joint density of the differential neigh-

boring in the DCT and the DWT domains and the errors of the
olynomial fitting on the histogram of the DCT coefficients consti-

ute the original ExPanded Features (EPF). Features were also ex-

racted from the calibrated version i.e. the so-called reference EPF

eatures. The difference between the original and the reference EPF

eatures was calculated then, and finally the original EPF features

nd the difference were merged to form the feature vector for clas-

ification. Feature selections techniques were applied and a SVM

as used to detect stego-images. 

Sheikhan et al. [84] extracted statistical features of Contourlet

oefficients and co-occurrence metrics of sub-band images. In or-

er to decrease extracted features, ANOVA method was performed,

nd the selected features were utilized to train a nonlinear SVM

or classifying images as stego or clean. 

Kodovsky et al. [85] proposed the use of an ensemble classifier

nstead of a SVM due to the fact that ensemble classifiers are com-

utationally less complex compared to SVMs. The lower training

omplexity makes possible to work with high-dimensional cover

odels and train on larger training sets. A 7. 850- dimensional

artesian- calibrated feature set ( CF ∗) was used to train the en-

emble classifier to detect nsF5 (an improved version of F5 [86] )

teganographic algorithm. When unknown test images were pre-

ented to the model, the obtained testing error was 0.1702. Authors

lso tested their method with stego images produced from other

teganographic schemes such as YASS [87] and MBS [88] with pay-

oad from 0.01 to 0.05 bpac. The performance of the ensemble clas-

ifier using CF ∗ features was also compared to the state-of-the-art

lassifiers. The reported median (MED) testing error as well as the

edian absolute deviation (MAD) values showed that the proposed

ethod performs well. 

Cho et al. [89] discriminated a stego image from its cover image

ased on steganalysis of decomposed image blocks. They decom-

osed the image into blocks, classified those blocks into multiple

lasses and found a classifier for each class. Afterwards by inte-

rating results of all image blocks via decision fusion, the whole

mage was classified as stego or clean. During their research they

bserved that the performance of block-based image steganalysis

s less sensitive to the decision fusion methods but more sensitive

o the classifier choice. 

In [90] Lakshmi et al. exploited a 3-Level DWT and calculated

he energy value for both training and testing dataset. The ex-

racted features trained a SVM which was utilized for classification.

tego images were created by hiding multiple images in the cover

edium and the accuracy obtained was 90%. 

Holub et al. [91] introduced a novel feature set for steganalysis

f JPEG images. The features are first-order statistics of quantized

oise residuals obtained from the decompressed JPEG image using

4 kernels of the DCT (the so-called undecimated DCT). The pro-

osed steganalysis feature set has low computational complexity,

ower dimensionality in comparison with other rich models, and a

ompetitive performance with respect to previously proposed JPEG

omain steganalysis features. 

. Universal or blind steganalysis 

Universal steganalysis tries to detect the embedded messages

egardless the steganographic technique applied to cover image.

he main difficulty is to find relevant features which are character-

stic for stego images. Afterwards machine learning techniques are

sed to build a detection model from the experimental data. When

he method identifies stego images regardless the steganographic

ethod the hidden message was embedded in cover medium, we

an call it a universal (blind) method, while when the method

ttacks specific steganographic algorithms we may call it a semi-

lind one. 
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The first attempt to build a universal steganalyzer was made

rom Avcibas [21] . This method was based clearly on statistical as

lready stated earlier. 

Farid [92] used a wavelet-like decomposition to build higher or-

er statistical models of natural images. A Fisher linear discrim-

nant analysis was then used to discriminate between untouched

nd altered images. Accuracy varied from 1.3% to 94% depend-

ng on steganographic algorithm and message length (32 × 32 to

56 × 256). 

Lyu et al. [22] also used wavelet-like decomposition to build

igher-order statistical models of natural images. A SVM was used

fterwards to discriminate clean and stego images. An extension

as proposed in [93] from the same researchers in order to apply

heir model to color images. A one class SVM (OC-SVM) was used

o simplify the training process of the classifier. 

Harmsen et al. [69] considered hidden information as additive

oise. Therefore, they introduced a blind detection scheme that

sed only statistics from unaltered images. By calculating the Ma-

alanobis distance from a test Center of Mass (COM) to the train-

ng distribution, a threshold was used to identify steganographic

mages. 

Trivedi et al. [94] presented a steganalysis method for sequen-

ial steganography. Abrupt changes in statistics due to sequential

teganography were exploited to estimate the message location

nd length. These abrupt changes were used as a feature that dis-

inguishes sequential steganography embedding from other types

f embedding. Sequential probability ratio test was employed as a

athematical tool, and as a result cumulative sum (CUSUM) test

tatistics was derived for detecting steganography. 

Lafferty et al. [95] proposed a method which utilizes the lo-

al binary pattern texture operator to examine the pixel texture

atterns within neighborhoods across the color planes. An arti-

cial neural network was used as classifier. For the training set

he embedding rate was 0.0049 bpp, while for the test image

ets the embedding rate was 0.0082 bpp. Accuracy depending on

teganograhic algorithm used, varied from 86.5% to 88.6%. 

A semi blind steganalysis technique based on multiple features

ormed by statistical moments of wavelet characteristic functions

as proposed by Xuan et al. [96] . A 39-d feature vector was

ormed from the first three moments of characteristic function of

avelet sub-bands with the 3-level Haar wavelet decomposition.

 Bayes classifier was used for classification. This method is also

ffective for spread spectrum hiding methods. 

Shi et al. [97] proposed a blind steganalysis system, in

hich the statistical moments of characteristic functions of the

rediction-error image, the test image, and their wavelet sub-

ands were selected as features. An artificial neural network was

tilized as the classifier and the model’s average accuracy reached

8.7%. Authors also compared the classifier by deploying their

ethod with a Bayes classifier and proved that the artificial neural

etwork had better classification results. 

Lie et al. [98] used two image features in order to build a blind

odel. Their technique is based on the analysis of two proper-

ies in the spatial and DCT domains. A non-linear neural classifier

ased on these two extracted features was used to achieve clas-

ification. A database composed of 2088 plain and stego images

generated by using six different embedding schemes) was used

or evaluation. The proposed model managed to give 90% positive

etection rate regardless the embedding technique. The embedding

ate varied from 0.01 to 2.66 bpp depending on the steganographic

cheme. 

Farid and Lyu again extended [99] their model to include

hase statistics in addition to first and higher order magni-

ude statistics, extracted from multi-scale, multi-orientation im-

ge decompositions. Experiments were conducted on a large

ollection of images, concerning eight different steganographic
mbedding algorithms and results showed that this method is

eliable. 

Chen et al. [100] used the projection histogram of EM to ex-

ract features composed of two parts i.e. the moments of projec-

ion histogram (pH) and the moments of the characteristic function

f pH. Features were extracted also from prediction-error image

n order to enhance performance. A SVM was utilized as classifier.

he proposed model was tested on six (6) different steganographic

chemes and the average detection rate was 98.1%. 

Sun et al. in [101] introduced a universal steganalysis method

ased on co-occurrence matrix of differential image. They calcu-

ated the forward difference in three directions (horizontal, vertical

nd diagonal), towards adjacent pixels to obtain three-directional

ifferential images for a natural image. Then they set a threshold

nd removed the redundant information. The co-occurrence ma-

rices of thresholded differential images was used as features for

teganalysis. A SVM with RBF kernel was used as a classifier to dis-

riminate stego images and cover images. This method is effective

n steganographic schemes applied in spatial domain. 

Zhao et al. [102] proposed a steganalysis algorithm for palette-

ased images. More specifically they focused on cover images of

IF format, transformed from natural images. They extracted fea-

ures from generalized difference images and color correlogram. A

wo-class classification scheme was used to differentiate cover im-

ges and stego images, with high accuracy when the embedding

ate was no less than 20%. 

Zong et al. [103] proposed a blind JPEG steganalysis method

ased on the correlation of inter- and intra-wavelet sub-bands in

he wavelet domain and feature extraction from the co-occurrence

atrix. A two-order wavelet decomposition was performed, the

oint probability density of each sub-band’s difference coefficients

with adjoining coefficients in the horizontal, vertical, and diago-

al directions) is calculated and the entropy and energy were ex-

racted from the joint probability density matrix as features. Then,

he image was decomposed into three sub-bands, and the Proba-

ility Density Function (PDF) was extracted from each sub-band’s

avelet coefficient. Finally, these three kind features were com-

ined to detect the image. A SVM was utilized as a classifier. 

Ghanbari et al. [104] proposed a new algorithm for steganaly-

is using GLCM matrix properties. They used a combined method

f steganography based on both location and conversion to hide

he information in the original image and called it image-steg1

mage. Then, they hided the information in image-steg1 again and

alled it image-steg2. Using GLCM matrix properties, they discov-

red some different features in the GLCM of the original image and

tego images. These features were extracted and used for training

 multilayer perceptron (MLP) neural network. 

Zhang et al. proposed [105] a universal steganalysis method for

peg images based on sparse representation. Sparse representation,

s to convey the main body of information with as little informa-

ion as possible, thus simplifying the solving process of informa-

ion processing. This method has high detection accuracy and over-

omes the “over-fitting” problem of traditional classifiers. 

Devi et al. [106] presented four different steganalysis techniques

pplicable when binary images (black and white) are used as a

over image. Their method improved steganalysis techniques by

inimizing image-to image variations. Image-to-image variation is

efined as the difference between the underlying statistic of one

mage and that of another. They estimated the cover image from

he stego image, then they computed the difference between the

wo to minimize the image-to image variation and finally they ex-

racted the feature set from this difference. Their method can de-

ect the stego object and estimate the length of the embedded

essage. 

Verma [107] used a multilayer perceptron with backpropaga-

ion algorithm as a model for image classification. Moreover, he
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used Pre-processed Vectors Diagonal Back Propagation Algorithm

(PVDBPA) to perform the operations which can detect the pres-

ence of hidden message. Furthermore, BMP steganalysis using Gray

Level Co-Occurrence Matrix has been examined by using feature

vectors and analyzed them through Euclidean distance which was

taken as a measure. 

In [108] Lu et al. proposed a steganalytic feature selection

method based on the Fisher criterion, in which the separability

of single-dimension and multiple dimension features, combined

with measurement of the Euclidean distance, is analyzed. The pro-

posed method has been used to analyze the features (in spatial

and frequency domain) and select feature components to reduce

the dimensionality. Experimental results showed that the proposed

method can effectively reduce the feature dimension and also im-

prove the steganalytic efficiency. 

Tang et al. [109] proposed an adaptive steganalytic scheme

based on embedding probabilities of pixels. Six different embed-

ding rates (0.05–0.5 bpp) to images from BOSSBase image set, were

tested. Experiments evaluated on four typical adaptive stegano-

graphic methods, have shown the effectiveness of the proposed

scheme, especially for low embedding rates, for example, lower

than 0.20 bpp. 

Qian et al. [110] were the first to introduce convolutional neu-

ral networks (CNN) in order to detect the existence of stegano-

graphic content. The proposed model can capture the complex de-

pendencies that are useful for steganalysis. Compared with other

existing methods, this model can automatically learn feature rep-

resentations with several convolutional layers. The feature extrac-

tion and classification steps are unified under a single architec-

ture, which means the guidance of classification can be used dur-

ing the feature extraction step. To evaluate the effectiveness of the

developed model for steganalysis, authors conducted experiments

on three spatial domain steganographic algorithms on various pay-

loads (0.3–0.5 bpp). Results compared to other state-of the-art ste-

ganalysis methods were slightly worse. 

Desai et al. [111] developed a reduced dimensional merged

feature set for universal image steganalysis using Fisher Criterion

and ANOVA techniques. Features were extracted from wavelet sub-

bands and binary similarity patterns extracted from DCT of an

image were merged to make a combined feature set. Fisher cri-

terion and ANOVA test were then applied to evaluate the com-

bined feature vector score and then only those features were se-

lected which were found sensitive in both feature selection meth-

ods. The reduced 15-dimensional feature vector was utilized to

train a SVM classifier with RBF kernel. The proposed algorithm

was tested against various steganography methods at different em-

bedding rates. Stego images were generated using state of the

art steganographic algorithms and two standard image databases:

CorelDraw [112] and BSDS500 [113] . A 10-fold cross validation pro-

cess was performed. The proposed algorithm achieved overall 97%

detection accuracy against various steganography methods. 

Couchot et al. [114] proposed an architecture which embeds less

convolutions, with much larger filters in the final convolutional

layer. This approach is more general; therefore, it is able to deal

with larger images and lower payloads. For a payload of 0.4 bpp

the proposed CNN can detect stego images with an accuracy higher

than 98%, whatever the steganographic algorithm chosen among

three state-of-the-art, while it falls at most to 73.30% for the pay-

load of 0.1. 

Sajedi [115] proposed a method to discover special patterns

that a steganography algorithm embeds in an image, the so-called

Steganography Pattern Discovery (SPD). An evolutionary method

was utilized to extract the signature of stego images against clean

images via fuzzy if–then rules. Then, a SVM classifier was em-

ployed to detect stego images with high accuracy. Embedding rate
t  
as 0.05–0.4 bpp and the average accuracy on different stegano-

raphic methods varied from 79% to 91%. 

Rostami et al. [116] proposed a feature selection method based

n based on optimization process of Particle Swarm Optimization

PSO). In order to improve the performance of the method, the

roposed PSO is used along with the measure of Area Under the

eceiver operating characteristics Curve (AUC) as the fitness func-

ion. Experimental results of the proposed method on BOSSBase

mage set showed that even that PSO method leads to a higher fea-

ure vector, it outperforms other state of the art feature selection

pproaches as the classification accuracy is higher. Moreover, the

mbedding rate in the dataset was 0.4bpp and the classification

ccuracy reached 82.62% when a SVM was utilized as classifier. 

Wu et al. [117] proposed a very deep CNN model, the deep

esidual network (DRN). DRN model usually has a large number of

etwork layers, which proves to be effective to capture the com-

lex statistics of digital images. Furthermore, DRN’s residual learn-

ng (ResL) method actively strengthens the signal coming from se-

ret messages, which is extremely beneficial for the discrimination

etween cover images and stego images. Experiments on BOSS-

ase dataset (embedding rate 0.4bpp) showed that the DRN model

chieves low detection error rates – 6.48% in average - for the state

f the art steganographic algorithms, and outperforms the classi-

al rich model method and several recently proposed CNN based

ethods. 

Ye et al. [118] proposed a CNN based steganalyzer. The proposed

NN had different structure compared to the ones designed for

omputer vision tasks. Rather than a random strategy, the weights

n first layer of the CNN are initialized with the basic high-pass fil-

er set used in calculation of residual maps in Spatial Rich Model

SRM). Furthermore, a new activation function called truncated lin-

ar unit (TLU) was adopted in the model. Finally, the performance

f the CNN based steganalyzer was boosted by incorporating the

nowledge of selection channel. This approach proved capable of

etecting several state-of-the-art steganographic schemes in spa-

ial domain for a wide variety of payloads (0.05–0.5 bpp) with high

ccuracy. 

Finally, Nouri et al. [119] proposed a scheme in which the alter-

tion of singular value curve was used to construct the steganaly-

is feature vector. Two spatial and JPEG based feature vectors were

xtracted in the proposed statistical exploitation. Experimental re-

ults on images from two datasets, embedded with relative pay-

oads of 0.05, 0.1, 0.2 and 0.4 bpp showed the acceptable perfor-

ance of the proposed feature vectors for both universal and JPEG

ased steganalysis methods. 

. Discussion and conclusion 

In this review we provided a detailed report of various meth-

ds proposed for steganalysis applicable to digital images. Coming

o a conclusion, about which method is more effective – in any

omain- is not an easy task. There are many parameters that a

igital forensic examiner must know in advance, in order to give

 safe answer before deciding which method to employ. These

arameters include the existence or not of the cover image, the

rior knowledge of the embedded data, findings of steganography

oftware in a suspect’s computer etc. However, if we assume that

n the majority of the cases only the stego object is known we

an say that statistical steganalysis techniques - in any domain-

re more robust and more effective than signature steganalysis.

his is met for both specific and universal statistical steganalysis.

n specific statistical steganalysis the proposed methods focus to

he embedding procedure and attempt to find image features or

tatistics changed by the embedding algorithm. Thus, this stegan-

lytic approach has excellent accuracy only when performed on

he specific steganographic algorithm, but even a small change in
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Table 1 

Number of papers that datasets were used. 

Image dataset Number of papers found Publicly available found 

BOSSBase (all versions) 22 Yes 

Corel 8 Yes 

NRCS 7 Yes 

UCID 5 Yes 

USC 5 Yes 

BOWS – BOWS2 4 Yes 

Philip Greenspun 4 Yes 

BSDS 2 Yes 

CBIR 2 Yes 

Kodak 2 Yes 

Other Rest of papers Some 
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he embedding algorithm usually results to low steganalytic ac-

uracy. For this reason, universal statistical steganalysis is used.

hese methods can detect hidden messages regardless the stegano-

raphic technique that were embedded to the digital image. Typ-

cally, classification is performed based on extracted features that

re dependent to a widespread diversity of embedding procedures.

hese methods provide less accurate results than specific statistical

teganalysis methods, but they can detect unseen steganographic

ontent. Moreover, they are more flexible than the specific ones

nd slight changes to classification schemes may lead to the de-

ection of more embedding algorithms as well. In Table 1 we sum-

arize the papers, regarding the dataset the authors used during

heir research. The names of the datasets are mainly abbreviations.

heir full names along with their download links can be found in

ppendix . 

Observing Table 1 we can reach some useful conclusions: 

• The majority of the authors choose to use publicly available

datasets as benchmark. This makes the comparison between

similar methods easier and the reader can determine the value

that the proposed method contributes in steganalysis. 

• BOSSBase [43] is by far the most utilized dataset. 

Considering all this, we can tell that the most effective meth-

ds dealing with LSB embedding are the methods given in [20] ,

23–25] , [28,30,32,34,35] . Those methods concerning LSB match-

ng are [51,52,54] . Methods discussed in [69,73,74] are suitable

or attacking SSIS and methods in [75,80,85] are capable to de-
ect transform domain steganography. Finally, for universal statis-

ical steganalysis the most promising and effective techniques are

69,96,98,108,110,114] [115] , [117,118] . The criterion to reach to this

onclusion of most effective steganalysis techniques is the relative

tudy conducted by the researchers in their papers. 

The ultimate – yet unreachable - goal for a steganalyst, is

o employ a steganalysis technique that could detect any type

f steganographic embedding algorithm with low computational

eeds and excellent accuracy. We strongly believe that universal

teganalysis combined with deep learning techniques will boost

esearch and will provide digital forensic examiners new software

ools to uncover seen of the unseen. 

ppendix 

Dataset links 

1 Philip Greenspun http://philip.greenspun.com/ 

2 KODAK ftp://ftp.kodak.com/www/images/pcd/ 

3 Noname http://www.petitcolas.net/fabien/ 

watermarking/benchmark/image _ database.html 

4 USC-SIP1 Image 

database 

http: 

//sipi.usc.edu/services/database/Database.html 

5 CBlR Image 

Database 

http://www.cs.washington.edu/research/ 

imagedatabase/groundtruth/ 

6 NRCS http://photogallery.nrcs.usda.gov/ 

7 BOSSBase http://agents.fel.cvut.cz/boss/index.php?mode= 

VIEW&tmpl=materials 

8 Noname http://vision.ece.ucsb.edu/ ∼
sullivak/Research _ imgs/ 

9 Corel http://www.corel.com 

10 BOWS 2 http://bows2.ec-lille.fr/ 

11 UCID http://jasoncantarella.com/downloads/ 

http://vision.doc.ntu.ac.uk/ 

12 Kodak photo cd http: 

//sqez.home.att.net/thumbs/Thumbnails.html 

13 Noname http://www.cs.nmt.edu/ ∼IA/steganalysis.html 

14 INRIA http://lear.inrialpes.fr/ ∼jegou/data.php 

15 BSDS http://www.eecs.berkeley.edu/Research/ 

Projects/CS/vision/grouping/fg 

16 ImageNet http://www.image-net.org/ 

17 BSDS500 https://www2.eecs.berkeley.edu/Research/ 

Projects/CS/vision/grouping/segbench/ 

18 Raise http://mmlab.science.unitn.it/RAISE/ 

19 Washington 

University image 

database 

http://imagedatabase.cs.washington.edu/ 

http://philip.greenspun.com/
http://ftp://ftp.kodak.com/www/images/pcd/
http://www.petitcolas.net/fabien/watermarking/benchmark/image_database.html
http://sipi.usc.edu/services/database/Database.html
http://www.cs.washington.edu/research/imagedatabase/groundtruth/
http://photogallery.nrcs.usda.gov/
http://agents.fel.cvut.cz/boss/index.php?mode=VIEW%26tmpl=materials
http://vision.ece.ucsb.edu/~sullivak/Research_imgs/
http://www.corel.com
http://bows2.ec-lille.fr/
http://jasoncantarella.com/downloads/
http://vision.doc.ntu.ac.uk/
http://sqez.home.att.net/thumbs/Thumbnails.html
http://www.cs.nmt.edu/~IA/steganalysis.html
http://lear.inrialpes.fr/~jegou/data.php
http://www.eecs.berkeley.edu/Research/Projects/CS/vision/grouping/fg
http://www.image-net.org/
https://www2.eecs.berkeley.edu/Research/Projects/CS/vision/grouping/segbench/
http://mmlab.science.unitn.it/RAISE/
http://imagedatabase.cs.washington.edu/
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Table 2 

Synoptic presentation of LSB steganalysis methods. 

Authors - Ref Year Database # Of images Method Accuracy – Detection rate – Error rate 

Westfeld and 

Pfitzmann [16] 

20 0 0 No database used 5 Chi-squared detects of POVs Various tests depending on 

steganography tool (Steganos, 

S-Tools, Jsteg, EZStego) and size of 

embedding message 

Westfeld [17] 2003 No database used 7 Chi-squared detects of POVs Various tests for 10 versions per true 

color image with different 

steganographic message sizes 

Fridrich et al. [19] 20 0 0 Color images, 350 × 250 pixels, 

stored as JPEGs 

300 Raw Quick Pairs method. 

Statistical analysis of the 

image colors in the RGB cube 

Various tests showing threshold and 

error probability for several different 

test message sizes and different 

secret message sizes. 

Fridrich et al. [20] 2001 No database used 3 RS steganalysis Various tests and results depending on 

initial bias, steganographic tool 

(Steganos, S-Tools, Hide4PGP) and 

image used (its size). 

Avcibas et al. [21] 2001 Images were obtained from (1) 1800 Similarity measures between 

7th and 8th plane 

Various tests and results depending on 

embedding percentage (1 −15%) and 

steganographic scheme (Outguess −, 

Outguess + , F5, LSB, LSB ± ). 

Lyu et al. [22] 2003 Images were obtained from (1) 1800 Higher order Statistics – SVM 

Classifier 

Various tests and results depending on 

embedding message length 

(32 × 32–256 × 256) and 

steganographic scheme (JSteg, 

Outguess −, Outguess + , EZStego,LSB) 

and classification method (Fisher 

Linear discriminant analysis or SVM). 

Dumitrescu et al. 

[23–25] 

2003 No known database used 29 Finite state machine Various tests and results depending on 

embedding message length 

Roue et al. [26] 2004 Kodak image database (2) 108 Marginal and joint probabilistic 

distributions of the image 

Accuracy 70% 

Lu et al. [27] 2004 No database used 4 Finite state machine with a 

new least square estimation 

Various tests and results depending on 

embedding message length 

Avcibas et al. [28] 2005 Images obtained from (3) 22 Analysis of Variance (ANOVA) - 

multivariate regression 

Performance varies from 75% to 100% 

depending the watermarking 

algorithm used. 

Dumitrescu et al. 

[29] 

2005 Same as used in [23–25] plus 

ten colored high-resolution 

(2310 × 1814) uncompressed 

scanned images 

39 High-order statistics of the 

samples 

Various tests and results depending on 

embedding message length 

Li Zhi et al. [30] 2003 No database used 4 Gradient Energy-Flipping Rate 

Detection (GEFR) 

Various tests and results depending on 

embedding rate. 

Zhang and Ping 

[31] 

2003 USC-SIP1 Image database (4) 

CBlR Image Database (5) 

5 Translation coefficients 

between difference image 

histograms 

Various tests and results depending on 

embedding ratio. 

Fridrich et al. [32] . 2003 Color GIF images obtained 

using four different digital 

cameras, originally stored as 

high-quality JPEG images and 

later resampled to 800 × 600 

Pixels. 

180 Pairs Analysis Various tests and results 

Ker [34] 2004 2200 simulated uncompressed 

images, all 512 × 512. 50 0 0 

JPEG images, all 900 × 600. 

10,0 0 0 JPEG images, sizes 

varying between 890 × 560 

and 1050 × 691. 7500 JPEG 

images of very variable 

quality 

24,700 Improved RS & Pair Analysis Various tests and results depending on 

embedding message length 

Celik et al. [35] 2004 Kodak Photo CD Images (2) 108 Feature set based on 

rate-distortion characteristics 

of images. Bayesian classifier 

preceded by a 

Karhunen-Loeve transform 

Various tests and results depending on 

embedding rate (0–1.0bpp) 

Benton and Chu 

[36] 

2005 No database used 10 0 0 RS method for feature 

extraction. Decision trees and 

neural networks for 

classification. 

Various tests and results depending on 

embedding rate and classification 

method (decision tree & neural 

network). 

Fridrich et al. [37] 2004 Images acquired from a digital 

camera, downsampled from 

original 2272 × 1704 

resolution to 800 × 600 and 

converted to grayscale. 

60 Estimation of hidden message 

via weighted stego image 

Various tests and results. 

( continued on next page ) 
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Table 2 ( continued ) 

Authors - Ref Year Database # Of images Method Accuracy – Detection rate – Error rate 

Ker et al. [38] 2008 1600 raw digital camera 

images. 30 0 0 images from 

NRCS website (6). 1040 

images supplied by 

researchers at Binghamton 

University 

5640 Improved new weighted stego 

estimators 

Various tests and results depending on 

image set and statistical measures 

(IRQ, Mean Error, Mean absolute 

error) 

Chen et al. [39] 2006 USC-SIP1 Image database (4) 

CBlR Image Database (5) 

520 Features based on 7th and 8th 

bit plane randomness tests. 

SVM for classification. 

Various tests and results depending on 

embedding rate (0.01–0.15bpp) and 

steganographic scheme used (F5, LSB, 

LSB ± ) 

Bhattacharyya et al. 

[40] 

2011 No database used 20 Auto-regressive model and 

SVM classifier 

Various tests and results depending on 

embedding rate (0.01–1.0bpp) 

H.B.Kekre et al. [41] 2011 No database used. BMP images 

(30 color and 30 grayscale) 

of size 128 × 128 

60 Feature vectors derived from 

gray level co-occurrence 

matrix (GLCM). Euclidean 

distance as metric for 

classification. 

Various tests showing detection 

accuracy per feature per embedding 

length 

Fillatre [42] 2012 BOSSBase v0.92 (7) 9074 Adaptive statistical test based 

on the likelihood ratio. 

Various statistical tests concerning 

BOSSBase images and comparison 

with other methods. 

Fridrich et al. [44] 2013 BOSSBase v0.92 (7) 9074 Machine learning based 

detector utilizing 

co-occurrences of 

neighboring noise residuals 

as features. 

Various tests and results concerning 

average detection error for different 

versions of the rich model, 

dependence on the change rate for 

two selected quality factors etc. 

Table 3 

Synoptic presentation of LSB Matching steganalysis methods. 

Authors- Ref Year Database # Of images Method 

Accuracy – Detection rate – Error 

rate 

Zou et al. [47] 2006 2812 images from Vision 

Research Lab (8). 

1096 sample images included 

in the CorelDRAW Version 10.0 

software CD#3 (9) 

3908 2-D Markov chain of thresholded 

prediction-error image along 

with horizontal, vertical and 

diagonal directions serve as 

features. SVM with linear and 

nonlinear kernel as classifier. 

52.28% for 0.01 bpp embedding 

rate – 97.75% for 0.1 bpp 

Malekmohamadi 

et al. [48] 

2009 Grayscale images taken from 

USC-SIPI (4) 

200 Gabor filter coefficients and 

statistics of the gray level 

co-occurrence matrix of images 

as features. SVM as classifier 

94.50% average detection rate for 

clean and stego images. 

Embedding rate 0.141 bpp. 

Pevny et al. [49] 2010 9200 raw images from digital 

camera. BOWS2 (10) (10,700 

grayscale images). NRCS (6) 

(1576 raw scans of film 

converted to grayscale with 

fixed size 2100 × 1500) - 

JPEG85 (9200 images from 

camera compressed by JPEG 

with quality factor 85). JOINT 

(images from all four databases 

above, 30,800 images approx.) 

30,800 at 

topmost 

Local dependences between 

differences of neighboring 

cover elements are modeled as 

a Markov chain, whose 

empirical probability transition 

matrix is taken as a feature 

vector. SVM as classifier 

0.08–0.057 error rate when 

Embedding rate is 0.25bpp. 

0.02 – 0.026 error rate when 

Embedding rate is 0.50bpp. 

Zhang et al. [50] 2010 NRCS image database (6) 3185 color 

images in 

TIFF format 

converted 

to 

grayscale. 

Statistical modeling of pixel 

difference distributions. 

Embedding rate 50–100%: 

6 8.4 8–98.27% True Positive 

respectively 

Fridrich et al. [51] 2011 BOSSBase v0.92 (7) 9074 

grayscale 

images 

High-dimensional (33,963) 

feature vector, along with the 

use of ensemble classifiers 

obtained by fusing decisions of 

simple detectors implemented 

using the 

Fisher linear discriminant. 

Embedding rates from 

0.1–0.5bpp. Error rate from 

21.0% to 7.3% respectively. 

( continued on next page ) 
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Table 3 ( continued ) 

Authors- Ref Year Database # Of images Method Accuracy – Detection rate – Error 

rate 

Gul et al. [52] 2011 BOSSBase v 0.92 (7) 

BOSSRank image set (7) 

10,074 

images 

Features extracted by applying a 

function to the image 

constructing the k variate 

probability density function 

(PDF) estimates, and 

downsampling it by a suitable 

downsampling algorithm. 

Linear nad SVM classifier. 

Accuracy 85% when using a SVM. 

Fridrich et al. [53] 2012 BOSSBase v0.92 (7) 9074 

grayscale 

images 

Rich image models combined 

with ensemble classifiers 

Payload from 0.0.5–0.40bpp. 

Error estimates on Mean 

Absolute Deviation from 

0.065–0.0035 respectively. 

Pevny et al. [54] 2012 Raw images from digital camera 

converted to grayscale and to 

JPEG (quality factor 80) 

9200 Feature vector extracted from the 

investigated object and the 

embedding change rate. 

Support vector regression was 

utilized then. 

Various tests and results 

depending on embedding rate 

and comparison to prior art 

Cogranne et al. [55] 2013 BOSSBase v0.92 (7) 

BOWS Database (10) 

9074 raw 

images 

10,0 0 0 

images 

Generalized likelihood ratio test. Various tests and results 

Holub et al. [59] 2013 BOSSBase v1.01 (7) 10,0 0 0 raw 

images 

Projection of neighboring 

residual samples onto a set of 

random vectors. Histogram of 

the projections was used as 

feature vector. 

Various test along with the 

detection error for different 

embedding rate and three 

different content adaptive 

steganographic algorithms in 

the spatial domain 

Xia et al. [60] 2014 NRCS (6) 3161 images each of 

them was split to four other in 

order and converted to 

grayscale 

BOSSBase v0.92 (7) - 9074 raw 

images 

12,644 Co-occurrence matrix was used 

to model the differences with 

the small absolute value to 

extract features. SVM as 

classifier. 

Various test concerning the 

detection of HUGO evaluated 

by “detection reliability” p 

( p = 2A-1, where A is the area 

below the ROC curve) 

Xia et al. [61] 2016 NRCS (6) 3161 images each of 

them was split to four other in 

order and converted to 

grayscale 

BOSSBase v0.92 (7) - 9074 raw 

images 

12,644 Calculation of the center of mass 

(COM) of the characteristic 

function of difference 

histogram (DHCF). SVM as 

classifier. 

Various test on different 

embedding rate (0.10–1.0bpp) 

to two different datasets, with 

minimized classification error 

as metric. 

Goljan et al. [63] 2015 BOSSBase v1.01 (7) 10,0 0 0 raw 

images 

Method discussed in [41] along 

with additional features 

extracted by three-dimensional 

co-occurrences of residuals 

computed from all three-color 

channels. 

Various tests for different 

embedding rates (0.05–0.5bpp) 

with average detection error as 

metric, on variations of 

BossBase dataset and its 

grayscale versions. 

Chen et al. [64] 2016 BOSSBase (7) – 10,0 0 0 images 

NRCS (6) – 3161 images 

13,161 Calculation of the difference 

histogram characteristic 

function (DHCF) and the 

moment of DHCFs (DHCFM) 

and used them as 

discriminative features. 

Features were calibrated by 

decreasing the influence of 

image content on them and a 

SVM classifier was trained 

Various test for embedding rate 

0.25bpp. Results in papers 

figures 

Lerch-Hostalot 

et al. [65] 

2016 BOSSBase (7) 10,0 0 0 Unsupervised steganalysis 

method combined with 

artificial training sets and 

supervised classification. 

Various tests for different 

embedding rates (0.1bpp, 

0.2bpp, 0.25bpp, 0.4bpp) for 

three different steganographic 

algorithms. Comparison results 

with other methods 

Sandoval et al. [66] 2017 BOWS (10) – 10,0 0 0 images 

UCID (11) – 1338 images 

11,338 12 relevant features based on the 

probability density function 

(PDF) of difference of adjacent 

pixels and the co-occurrence 

matrix of the image. SVM as 

classifier 

Various tests for different 

embedding rates (100%, 75%, 

50%, 25%). 87.2% average 

detection accuracy. 
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Table 4 

Synoptic presentation of Spread Spectrum Image Steganography (SSIS) steganalysis methods. 

Authors- Ref Year Database # Of images Method 

Accuracy – Detection rate – Error 

rate 

Harmsen et al. [69] 2003 Images from Kodak PhotoCD 

PCD0992 (12) 

24 Histogram Characteristic Function 

(HFC) – Center of Mass (COM). 

Mahalanobis distance as metric 

95% accuracy at embedding rate of 

1bpp 

Chandramouli et al. 

[70] 

2003 2D DCT coefficients of Lena image 1 First technique deploys regression. 

Second technique exploits higher 

order statistics 

45% (approx.) estimation of 

message bits for the first 

technique. 

70% (approx.) estimation of 

message bits for the second 

technique. 

Wang et al. [71] 2003 Lena, Jet and Baboon 3 Histograms of pixel differences. 

Kolmogorov–Smirnov (KS) binary 

hypothesis test for classification. 

Authors don’t provide experimental 

results on large number of 

images. 

Rongrong et al. [72] 2006 No reference by the authors. 300 Calculation of the scatter (variance) 

difference in both cover and it’s 

“possible” stego image. 

Difference between the two 

scatters classifies the image. 

Accuracy over 90%. 

Sullivan et al. [73] 2005 1. digital camera images, 

partitioned into smaller 

sub-images 2. scanned 

photographs 3. scanned, 

downsampled, and cropped 

photographs 4. images from the 

Corel volume Scenic Sites. 

Images were converted losslessly 

to PNG and color images were 

converted to grayscale. 

No reference 

by the 

authors 

Markov random chain for modeling 

the correlation between pixels. 

SVm for classification. 

95% accuracy 

Li et al. [74] 2013 Variations of Baboon image 1 Multicarrier iterative generalized 

least-squares core algorithm 

Authors compare their method 

with other ones. No experiments 

on a large database. 

Table 5 

Synoptic presentation of Transform Domain Steganalysis methods. 

Authors- Ref Year Database # Of images Method 

Accuracy – Detection rate – Error 

rate 

Liu et al. [75] 2003 No reference by the authors. 125 Extract features through DFT, DCT, 

DWT transform. Neural network 

as classifier. 

Average accuracy 80.2% 

Liu et al. [76] 2004 Part of USC-SIPI database (4) and 

images acquired from digital 

camera and the internet. 

3056 Spectrum analysis and energy 

differences score differences in 

the histograms of clean and 

stego images. A threshold 

determines whether the image 

was stego or clean. 

Successful detection rate of 99% 

Liu et al. [78] 2004 First image set includes images as 

Lena, Peppers etc., digital 

photography taken by digital 

camera. Second image set is from 

corel image database (9) 

183 Statistical analysis of the texture of 

the image. Neural network as 

classifier. 

Successful detection rate of 84% 

Sullivan et al. [79] 2004 Digital orthophoto 

quarter-quadrangle aerial images, 

Corel PhotoCD (9) images, and 

images taken with a Canon 

digital camera. 

30 0 0 Histogram as an empirical 

probability mass factor (PMF) for 

feature extraction. Supervised 

learning for classification. 

Various tests on each image 

dataset. Error rate varies from 

0.001 to 0.083 when depending 

on images quality factor. 

Shi et al. [80] 2006 No reference by the authors. 7560 Second order statistics along with 

threshold utilization for 

dimensionality reduction. SVM as 

classifier. 

Various tests depending on 

steganographic algorithm. 

Kodovsky et al. [82] 2010 JPEG images acquired by 22 

different digital cameras at full 

resolution in a raw format and 

then converted to grayscale. 

6500 First method of estimation of 

change rate using the maximum 

likelihood principle. Second 

method based on minimizing a 

penalty function on cover images 

while increasing it on stego 

images. 

Various tests and results on 

different estimators using 

median absolute error, median 

bias and interquartile range (IQR) 

as performance measures. 

( continued on next page ) 
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Table 5 ( continued ) 

Authors- Ref Year Database # Of images Method Accuracy – Detection rate – Error 

rate 

Liu et al. [83] 2010 Images from (13) 17,051 Extended the method discussed in 

[60] proposing a new approach 

for feature extraction. SVM as 

classifier 

Various tests and results 

Sheikhan et al. [84] 2010 UCID (11) 

Images were converted from TIFF 

to JPEG. 

1338 Contourlet coefficients and 

co-occurrence metrics of 

sub-band images for features 

extraction. SVM as classifier 

Average accuracy 96.29% 

Kodovsky et al. [85] 2012 Images taken from camera 6500 Ensemble classifier Various tests and results. Median 

(MED) testing error over ten 

different splits of the CAMERA 

database into a training and 

testing set, as well as the median 

absolute deviation (MAD) values. 

Cho et al. [89] 2013 UCID (11) 

INRIA Holidays dataset (14) 

2829 Decomposed image blocks Various tests and results depending 

on method and classifier. 

Lakshmi et al. [90] 2014 No reference by the authors. 20 Authors exploited a 3-Level DWT 

and calculated the energy value 

for both training and testing 

dataset. SVM as classifier 

Accuracy 90% 

Holub et al. [91] 2015 BOSSbase v1.01 (7) 10,0 0 0 Features derived first-order 

statistics of quantized noise 

residuals obtained from the 

decompressed JPEG image using 

64 kernels of the DCT. Tests on 

selected state-of-the-art JPEG 

steganographic schemes. 

Various tests and results depending 

on quality factor and 

steganographic scheme. 

Table 6 

Synoptic presentation of Universal or Blind Steganalysis methods. 

Authors- Ref Year Database #Of images Method Accuracy – Detection rate – Error rate 

Farid [92] 2002 Images were obtained from (1) 1800 Wavelet-like decomposition to build 

higher order statistical models of 

natural images. Fisher linear 

discriminant analysis for 

discrimination of images 

Accuracy varies from 1.3% (LSB –

message length 32 × 32) to 94% 

(Jsteg – message length 256 × 256). 

Lyu et al. [93] 2004 Natural images downloaded 

from www.freefoto.com 

40,0 0 0 Extended their work in [11] by 

applying their method to color 

images. SVM as classifier. 

Various results depending on image 

(grayscale or color), embedded 

message length (from 10 × 10 to 

80 × 80) and steganographic 

algorithm. 

Lafferty et al. [95] 2004 No reference by the authors 20 0 0 Local binary pattern texture operator 

as feature extractor. Artificial neural 

network for classification. 

Various results depending on 

embedded message length (60 bytes 

to 100 bytes) and steganographic 

algorithm. 

Xuan et al. [96] 2005 CorelDraw image database (9) 1096 Feature vector formed from the first 

three moments of characteristic 

function of wavelet sub-bands with 

the 3-level Haar wavelet 

decomposition. Bayes classifier. 

Various results depending on 

embedded message length (10 × 10 

to 80 × 80) and steganographic 

algorithm. 

Shi et al. [97] 2005 CorelDraw image database (9) 1096 Features derived from the statistical 

moments of characteristic functions 

of the prediction-error image, the 

test image, and their wavelet 

sub-bands. Artificial neural network 

as classifier. 

Detection rate 99.5% 

Lie et al. [98] 2005 Variations of 132 images such 

as Lena, Baboon, Barbara etc. 

2088 Features extracted from spatial and 

DCT domains. Nonlinear neural 

classifier. 

Detection rates approx. 90%. 

Farid et al. [99] 2006 Natural images downloaded 

from www.freefoto.com 

40,0 0 0 Extended their work in [69] by 

including phase statistics in addition 

to first and higher order magnitude 

statistics. SVM as classifier. 

Various results depending on quality 

factor (70–90, jpeg images) and 

steganographic algorithm used. 

Chen et al. [100] 2006 CorelDraw version 

11 CD#4 (9) 

1349 Features extracted from projection 

histogram of Empirical Matrix and 

from prediction-error image. SVM as 

classifier. 

Detection rate 98.1% 

Sun et al. [101] 2008 Grayscale images in raw format 

downloaded from the 

website of vision research 

lab, University of California 

600 Features extracted from co-occurrence 

matrices of thresholded differential 

images. SVM as classifier. 

Various tests and results depending on 

payload (0.1–0.3bpp) and 

steganographic method used 

(LSB, ± 1). Combined Detection rate 

72.2%. 

( continued on next page ) 
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Table 6 ( continued ) 

Authors- Ref Year Database #Of images Method Accuracy – Detection rate – Error rate 

Zhao et al. [102] 2011 UCID (11) 1388 Features from generalized difference 

images and color correlogram. 

Detection rates from 61.85% to 100% 

depending on steganographic scheme 

and payload. 

Zong et al. [103] 2012 NRCS (6) plus some common 

standard images. 

2056 Method based on the correlation of 

inter- and intra-wavelet sub-bands in 

the wavelet domain and feature 

extraction from the co-occurrence 

matrix. SVM as classifier 

Various tests and detection rates 

concerning feature combination, 

embedding method and image size. 

Ghanbari et al. 

[104] 

2012 USC-SIPI (4) 

BSDS (15) 

Images from internet 

800 Features extracted from the GLCM of 

the original image and stego image. 

MLP as classifier. 

Accuracy 80% 

Zhang et al. [105] 2013 Images were obtained from (1) 50 0 0 Method based on sparse 

representation. Sparse Representation 

Classification (SRC) algorithm and 

SVM for classification 

Various results depending on 

embedding rate (25 −100%), 

steganographic scheme and 

classification method (SRC–SVM) 

Devi et al. [106] 2013 No reference made by authors 5931 Method based on minimizing image-to 

image variations. 

Various results depending on 

embedding rate (0 −100%). 

Verma [107] 2014 Gray scale BMP images of size 

256 × 256 

60 Features extracted by Gray Level 

Co-Occurrence Matrix. MPL with 

Pre-processed Vectors Diagonal Back 

Propagation Algorithm (PVDBPA), 

was used as classifier. 

Various results depending on version 

of algorithm used. 

Lu et al. [108] 2014 BOSSBase v1.01 (7) 50 0 0 Feature selection method based on the 

Fisher criterion. 

Various results depending on 

embedding ratio (bpp) and 

embedding method. 

Tang et al. [109] 2016 BOSSBase v1.02 (7) 10,0 0 0 Feature selection method based on the 

Fisher criterion, in which the 

separability of single-dimension and 

multiple dimension features, 

combined with measurement of the 

Euclidean distance, is analyzed. 

Various results depending on 

embedding ratio (bpp) and 

embedding method. 

Qian et al. [110] 2015 BOSSBase v1.01 (7) 

ImageNet (16) - 10 0,0 0 0 

randomly selected images) 

120,0 0 0 Deep Learning with convolutional 

neural networks (CNN) 

Various tests depending on image 

database, embedding ratio 

(0.3–0.5bpp) and embedding method. 

Error rate as metric. 

Desai et al. [111] 2016 CorelDraw (9) 

BSDS500 (17) 

1400 A reduced dimensional merged feature 

set for universal image steganalysis 

using Fisher Criterion and ANOVA 

techniques was used. SVM with RBF 

kernel as classifier 

97% detection accuracy in various 

steganographic methods. 

Couchot et al. [114] 2016 BosBase v1.01 (7) 

Raise database (18) 

18,156 Deep Learning with convolutional 

neural networks (CNN) 

Various tests depending on embedding 

method and theory different 

versions. Accuracy as metric. 

Sajedi [115] 2016 Washington University image 

database (19) 

3959 images were taken 

with six cameras with 

different resolutions 

4959 Feature extraction via fuzzy if–then 

rules. SVM as classifier. 

Embedding rate 0.05–0.4bpp. Average 

accuracy on different steganographic 

methods from 79–91% 

Rostami et al. [116] 2016 BOSSBase (7) 10,0 0 0 Feature selection method based on 

based on optimization process of 

Particle Swarm Optimization (PSO) 

and AUC as fitness function. SVM as 

classifier. 

Embedding rate 0.4bpp, detection 

accuracy 82.62% 

Wu et al. [117] 2017 BOSSBase (7) 10,0 0 0 Deep residual network (DRN). Average error rate 6.48% 

Ye et al. [118] 2017 BOSSBase (7) 

BOWS (10) 

20,0 0 0 Deep Learning with convolutional 

neural networks (CNN) 

Various embedding rates (0.05–0.5bpp). 

Low detection error on various 

steganographic algorithms. 

Nouri et al. [119] 2017 UCID (11) 506 Alteration of singular value curve was 

used to construct the steganalysis 

feature vector. 

Embedding rates of 0.05, 0.1, 0.2 and 

0.4 bpp. Various results on different 

steganographic algorithms. 

Comparison with other relevant 

feature extraction methods. 
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