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a b s t r a c t 

Security evaluation of communication systems in smart grid poses a great challenge to the 

developers and operators. In recent years, many new smart grid standards were proposed, 

which paradoxically results in the difficulty in finding a relevant publication in this plethora 

of literature. This paper presents the results of a systematic analysis which aimed at ad- 

dressing this issue by identifying standards that present sound security assessment guid- 

ance. This should help practitioners in choosing the standards that are applicable to their 

area. Additionally the contents extracted from the standards can serve as a useful guidance 

on security assessments of smart grid components. 
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. Introduction 

he transformation from traditional power infrastructure to 
 new form of electricity network called smart grid should re- 
ult in many significant social and technological benefits con- 
ected to the decentralised nature of the grid and the utilisa- 
ion of Information and Communication Technologies (ICT) to 
nable two-way power and information flows. 

From the users’ point of view, the smart grid gives the 
pportunity of actively controlling their energy usage, tak- 

ng advantage of flexible energy plans and even becoming 
mall-scale electricity suppliers. As for energy providers, it en- 
bles time-based pricing, better capacity and energy utilisa- 
ion planning, and more flexible adjustment to the market de- 

ands. The grid enhances energy transmission management 
nd increases resilience to control-system failures [96,145] . 

At the same time the intense use of Information and Com- 
unication Technologies brings in many new concerns. Smart 

rid is a collection of different legacy systems surrounded 
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ith new technologies and architectural approaches, compli- 
nt to different standards and regulations that all need to be 
ombined into one communication network. The interlinked 

mart grid communication systems have many vulnerabilities 
hat differ across networks [145] . 

The smart grid interconnection with the Internet exposes 
he grid to new types of risks, including Advanced Persistent 
hreats (APT), Distributed-Denial-of-Service (DDoS), botnets 
nd zero-days [10,26,141,145] . Stuxnet, Duqu, Red October, or 
lack Energy are just few examples of modern threats that 
ppeared since 2010 [41,57,118,125,126,139] . The new variant 
f Black Energy threat, called Disakil is being linked to the 
krainian power outages in December, 2015 [135] . Sophistica- 

ion of these attacks raises very quickly. 
Securing the smart grid requires a multidisciplinary ap- 

roach that combines various technologies and incorporates 
anagerial, policy, legal aspects and more. The crucial part 

f this process is formed by security assessment [26,47,94] i.e.
valuating the level of security and identifying potential vul- 
erabilities that can be exploited by attackers. 

There is a strong need for the assurance that informa- 
ion technologies embedded in the smart grid will not induce 
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failures or facilitate the intrusion by malicious agents (e.g.
hackers, virus). It is also important to understand what is the
impact of cyber attacks on power facilities in the smart grid
[46] . 

Operators and security officers seek for systematic secu-
rity assessment methodologies that can provide the assur-
ance of reliable and secure operation of the grid [92] . Secu-
rity experts agree that standardised solutions and practices
should be used in the first place [137,140] . 

In recent years numerous smart grid standards were pub-
lished. This results in the situation that operators find it diffi-
cult to orientate themselves in this plethora of literature, for
instance, when choosing a standard applicable to a particular
domain or functional area of the grid. Each time they want to
choose a standard-recommended solution, they are forced to
conduct a time consuming study in order to select the relevant
standards. 

The study presented in this paper aims at addressing this
problem by identifying the standards that can be applied to se-
curity assessments of smart grid components. Based on a sys-
tematic literature review that comprised three main stages,
35 cyber security publications of relevance were identified. To
the best of the author’s knowledge a study that addresses this
subject has not been performed so far. 

Some of the publications are not standards in the strict
meaning of this word. They are originally labelled by their
authors as guidelines, technical reports, special publications
or regulations. However, since the studies treat these publica-
tions as standards, they are included in the evaluation. In fact,
majority of these documents have become de facto standards.
A de facto standard is a custom, convention, company
product, corporate standard, etc. that becomes gen-
erally accepted and dominant and is widely used and
applied. 

In the following sections, the concepts of smart grid and
security assessments are discussed, the method of the re-
search is described and the results presented. The key part
of the paper (see section: results of the analysis ) is dedicated
to the demonstration of smart grid standards from the se-
curity assessment point of view. The standards are shortly
characterised and the results are summarised in Tables 5–
8 . In Section 7 , the topic of industry implementation of the
identified standards is discussed. Finally, after the presen-
tation of related work, the paper concludes with closing
remarks. 

2. Smart grid 

The European Commission describes a smart grid as “an up-
graded electricity network to which two-way digital communication
between supplier and consumer, intelligent metering and monitoring
systems have been added” [24] . The European Smart Grid Task
Force defines smart grids as “electricity networks that can effi-
ciently integrate the behaviour and actions of all users connected to
it: generators, consumers and those that do both in order to ensure
an economically efficient, sustainable power system with low losses
and high quality and security of supply and safety” [24] . 

According to the American Department of Energy (DoE)
smart grid is as a “class of technology people are using to bring util-
ity electricity delivery systems into the 21st century, using computer-
based remote control and automation. These systems are made
possible by two-way communication technology and computer pro-
cessing that has been used for decades in other industries. They
are beginning to be used on electricity networks, from the power
plants and wind farms all the way to the consumers of electric-
ity in homes and businesses. They offer many benefits to utilities
and consumers mostly seen in big improvements in energy effi-
ciency on the electricity grid and in the energy users homes and
offices.”

The smart grid is a new form of electricity network that in-
tensively employs the Information and Communication Tech-
nologies (ICT) to enable two-way power and information flows
and to create an automated and distributed advanced energy
delivery network [43,96,145] . 

In traditional grid, power generation is centralised, while
electric infrastructure is built mostly on electromechanical so-
lutions. Monitoring and potential restorations are performed
manually, giving the operators only a limited control. In smart
grid, on the other hand, power generation centres are dis-
tributed and interconnected with a power and communica-
tion network based on digital solutions and sensors [43] . The
components of the smart grid architecture are illustrated in
Fig. 1 . 

The benefits of smart grid include [106] : 

• higher power reliability and quality, 
• self-monitoring, self-healing and increased resilience to

disruption, 
• predictive and automated maintenance and operation, 
• facilitated deployment of distributed energy sources in-

cluding renewable sources, 
• wider consumer choice. 

However, there are also challenges linked to the develop-
ment of the new domain. Because a smart grid is highly de-
pendent on ICT and interconnected with the Internet, cyber
security and privacy concerns arise [96] . Each network connec-
tion of the grid opens a potential entry for an attacker, every
network layer and the technology used may become his or her
possible target. Moreover, as a smart grid is a complex system
of systems, it presents a vast attack surface [10] . 

The new grid is exposed to a large number of cyber-threats
which, to make the situation even worse, evolve dynami-
cally. Advanced Persistent Threats (APT), botnets, zero-days
or Distributed Denial of Service Attacks (DDoS’es) are ex-
amples of threats that emerged or advanced significantly in
the last years. Additionally to that, there are completely new
threats exclusive to the smart grid domain. These, for in-
stance, include attacks on smart metering systems. Compro-
mising a smart meter opens a way for accessing other smart
grid devices, such as smart appliances, smart thermostats, or
charging stations – because they are all connected to a
communication network. Furthermore, deploying smart grid
components at the end user’s facilities or in public places
exposes them to a nearly 24/7 potential attacker activity
[10,48] . 

Effective and reliable protection of smart grid is one of the
key enablers of its adoption. 
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Fig. 1 – Smart grid components based on the IEC Smart Grid Standards Map [66] . 
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. Security assessment 

.1. Concepts and definitions 

ultiple definitions of security assessment can be found in 

he literature. This section presents the definitions from the 
nalysed standards. Theses definitions are the most acknowl- 
dged among the experts of information security. 

IEC TS 62351-1 defines security assessment as “a circular 
rocess of assessing assets for their security requirements, based 
n probable risks of attack, liability related to successful attacks,
nd costs for ameliorating the risks and liabilities.” [59] . NIST SP 
00-53 equates Security Assessment with Security Control As- 
essment and defines it as “the testing and/or evaluation of the 
anagement, operational, and technical security controls in an in- 

ormation system to determine the extent to which the controls are 
mplemented correctly, operating as intended, and producing the de- 
ired outcome with respect to meeting the security requirements for 
he system” [100] . 

According to the US Department of Homeland Security 
DHS), security assessments are based on analysing security 
ontrols in the system to “determine the extent the controls are 
mplemented correctly, operating as intended, and producing the de- 
ired outcome with respect to meeting the security requirements for 
he system” [30] . 
NIST SP 800-115 defines an information security assess- 
ent as “the process of determining how effectively an entity being 

ssessed (e.g., host, system, network, procedure, personâknown as 
he assessment object) meets specific security objectives.” The stan- 
ard distinguishes three types of assessment methods that 
an be used to accomplish this [123] : 

• testing – analysing assessment objects under defined con- 
ditions to compare actual and expected behaviours, 

• examination – checking, inspecting, reviewing, observing,
studying, or analysing assessment objects to clarify, under- 
stand or gather required evidence, 

• interviewing – discussing with individuals or groups within 

an organisation to clarify, understand or to identify the lo- 
cation of evidence. 

The definitions are very similar. Their common denomina- 
or is the understanding of security assessment as a process 
ased on analysis of assets in order to determine if they meet 
ecurity requirements (or security objectives). NIST SP 800-115 
xtends the definition with enlisting the methods for security 
ssessment. 

Summarising, security assessment is the process of deter- 
ining how effectively an entity being assessed meets spe- 

ific security objectives or security requirements. This can be 
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done using three types of methods: testing, examination and
interviewing. 

3.2. Techniques 

Security assessment techniques can be classified into one of
the following groups [123] : 

• Reviews – passive, usually manual, examinations per-
formed to discover security vulnerabilities. They include
documentation, log, rules, and configurations reviews,
compliance checking, formal analysis, network sniffing
and file integrity checking [34,80,123,138] . 

• Vulnerability identification – manual or automated (usually)
searches for systems’ flaws. Identification techniques in-
clude network discovery, port scanning, vulnerability scan-
ning, wireless scanning, and application security examina-
tion. 

• Vulnerability analysis – manual or automated explorations
of identified vulnerabilities to ultimately confirm their ex-
istence and to elaborate further consequences of their ex-
ploitation. Techniques include password cracking, pene-
tration testing, social engineering and application security
testing. 

Compliance checking determines if systems meet their secu-
rity objectives or satisfy security requirements. Network sniff-
ing is a tool-aided, passive monitoring of network communi-
cation and examination of its content to validate whether it is
sufficiently protected. File integrity checking detects file modifi-
cations based on computing of checksums [80,123] . 

Formal analysis uses formal logic, discrete mathematics and
other mathematically grounded methods to evaluate secu-
rity of information systems. The evaluation requires prepar-
ing formal specifications of analysed systems, which can be
subsequently verified, similarly to verification of mathemati-
cal formulae. Formal methods are often equipped with a log-
ical calculus which may be checked systematically by an au-
tomated tool [11,34] . 

Network discovery is a recognition of network structure usu-
ally performed from the outside of its boundary. Port scan-
ning enables identifying open communication ports, which are
most often the first target of attackers. Vulnerability scanning
searches for (usually known) software vulnerabilities. It helps
in noticing outdated software versions, missing patches or in-
correct configurations. Wireless scanning examines if wireless
networks or communications can be accessed by an unautho-
rised person [123] . 

Password cracking aims at discovering passwords based on
available data in order to identify weak passwords and pass-
word policies. Penetration testing, red teaming or white-hat hack-
ing , or other so-called ‘ethical hacking’ procedures use hack-
ers’ approaches to analyse system vulnerabilities. There is a
bottom-up initiative of a group of information security prac-
titioners who developed a penetration testing standard called
PTES [102] . A sample description of smart grid cyber security
penetration testing performed in a testbed can be found in
[25,95] . Social engineering relies on influencing people to take
actions that would result in exposing a system to attackers, to
verify security procedures and system users’ behaviour (user
awareness) [123] . 

Application security examination and testing validates if soft-
ware applications contain vulnerabilities, operate securely,
interact securely with users, other applications and its exe-
cution environment [92,116,123] . 

The study presented in this paper aimed at identification
of standards and their contents that refer to these questions. 

4. Research method 

Based on a systematic review of existing literature, the re-
search described in this paper aimed at identification of stan-
dards that address the subject of security assessment. The
literature survey was based on the approach of Webster and
Watson [144] . A rigorous systematic search process was im-
posed to identify standards, scientific papers and books, as
well as technical reports that describe cyber security stan-
dards for smart grids. The strict discipline of the process
aimed at assuring its repetitiveness and comprehensiveness,
and providing high level of certainty that all standards rele-
vant to the subject would be identified (completeness). The
research was composed of three main parts, namely literature
search, literature analysis and standards’ selection. 

Literature search . Databases of widely recognised publishers
that address the topics of information security, energy sys-
tems, computer science and similar, namely the Association
for Computing Machinery (ACM), Elsevier, IEEE, Springer and
Wiley, were searched for keywords “smart grid”, “security” and
“standard”. Then it was followed by the search in aggregative
databases that store records of various publishers – EBSCO-
host, Scopus and Web of Science. 

In the first step, electronic search was performed of the
keywords in any descriptive metadata of publications. This led
to identification of as much as 34,388 records. Such an abun-
dant number of publications resulted from the mode of oper-
ation of search engines. Some of them looked independently
for each of the keywords, other for all of them at once. Thus
the search needed a refinement by looking solely at titles, key-
words and abstracts, respectively. The descriptive data of re-
sulting around 700 records were then analysed manually to
elicit 79 publications that seemed relevant to the research.
In-depth review of these publications led to identification of
58 papers which to various extent addressed the subject of
smart grid security standards ( Table 1 ). The majority of them
just mentioned selected standardisation initiatives or some
standards, but 8 [40,52,53,85,120,121,142,143] presented more
comprehensive studies. 

Literature analysis . The publications identified during in-
depth review were read completely or their relevant parts
in order to recognise smart grid security standards and ini-
tiatives. This part also included the analysis of cited refer-
ences. In result some additional reports of relevance (e.g.
[21,31,37,130] ) were found. The following initiatives related to
smart grid standardisation were identified [21,52,54,84] : 

• CEN-CENELEC-ETSI Smart Grid Coordination Group (SG-
CG) [22,52] , 
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Table 1 – Literature search summary. 

Publisher All metadata Title Abstract Keywords In-depth review Relevant 

ACM DL 23 0 14 1 6 6 
Elsevier SD 5674 0 30 3 9 9 
IEEE Xplore 509 3 152 16 27 22 
Springer 30 249 (19 619) 234 N.a. N.a. 14 4 
Wiley 2677 0 9 3 7 3 
Database 
EBSCOhost 258 4 129 7 16 15 
Scopus 5361 5 288 145 
WoS 2671 a 3 N.a. N.a. 16 2 b 0 
Total 34 388 249 622 175 79 58 

a The search was in the Topic field due to absence of all metadata search. 
b Search results repeated findings from searches in other databases. 
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Table 2 – Standards indicated in more than 1 study. 

Publication Type Occur. 

IEC 62351 Standard 15 
ISO/IEC 27000 Standards 11 
NERC CIP 

Regulation 
10 

IEEE 1686 Standard 9 
NISTIR 7628 Guideline 7 
IEC 62443 (ISA 99) Standards 7 
GB/T 22239 Standard 3 
NIST SP 800-53 Guideline 3 
NIST SP 800-82 Guideline 3 
ISO/IEC 15408 Standard 3 
IEC 61850 Standard 3 
DHS Catalog Guideline 2 
IEC 62056-5-3 Standard 2 
ISO 15118 Standard 2 
ISO/IEC 27019 Standard 2 
Security Profile for 
AMI 

Guideline 2 

r
C
s
d
a  

r
e

w  

T
g
c  

N

5

A
p

• European Commission Smart Grid Mandate Standardiza- 
tion M/490 [39,54] , 

• German Standardization Roadmap E-Energy/Smart Grid 

[31] , 
• IEC Strategic Group 3 Smart Grid [23,54,65,66,130] , 
• IEEE 2030 [42,53,54,70] , 
• ITU-T Smart Grid Focus Group, 
• Japanese Industrial Standards Committee (JISC) Roadmap 

to International Standardization for Smart Grid [21] , 
• OpenSG SG Security Working Group [42,114] , 
• Smart Grid Interoperability Panel [52,54,107] , 
• The State Grid Corporation of China (SGCC) Framework 

[54,131] . 

These activities were primarily dedicated to the develop- 
ent of new standards and guidelines, but also indicated al- 

eady existing standards relevant to the subject. 
From the above initiatives, the work of IEC needs to be 

oted, as it plays a particular role in this paper. IEC prepared 

nd maintains a very useful website with a Smart Grid Stan- 
ards Map [66] – an interactive graphical tool that facilitates 

dentification of relationships between standards and smart 
rid components (see Fig. 1 ). At the moment as much as 512 
tandards published by standardisation bodies including IEC,
SO, CISPR, EN, ENTSO, ETSI, ITU-T, W3C, IEEE, IETF and other 
re registered. The map allowed for indicating to which smart 
rid components the standards described in this paper are rel- 
vant. This is illustrated by the applicability criterion described 

n Section 5 . As the IEC database does not contain NIST, NERC,
HS and other US publications described in this paper, they 
ere referenced to the map by the author. 

To avoid any duplication of work, first the initiatives and 

he 8 scientific studies mentioned earlier were analysed in 

earch for standards related to smart grid cyber security. Ad- 
itionally, the literature search phase was extended to iden- 
ify other (possibly all) smart grid cyber security standards’ 
dentification initiatives which revealed ongoing or concluded 

rojects that are completely or partially dedicated to smart 
rid standards’ stocktaking [7,8] . It became evident that these 
ndertakings address the subject from various perspectives 
nd provide different sets of standards. 

Standards selection . Selection criteria described in 

ection 5 were applied to the identified standards. As a 

t  
esult 44 standards (e.g. ISO/IEC 27001, ISO/IEC 27002, NERC 

IP 002, NERC CIP 003) or standards’ series (e.g. ISO/IEC 27000 
eries, NERC CIP) related to smart grid cyber security were 
epicted. These standards were analysed in search of security 
ssessment related contents, such as definitions, guidance,
ecommendations, requirements and descriptions or refer- 
nces to security assessment techniques (see Section 3.2 ). 

Table 2 presents the standards and standards’ series that 
ere referred to more than once in the analysed publications.
he standards and guidelines which occurrence number is 
reater than 3 can be depicted as most recognised . These publi- 
ations include IEC 62351, ISO/IEC 27000, IEEE 1686, NERC CIP,
ISTIR 7628 and IEC 62443 (formerly ISA 99). 

. Standards’ selection and evaluation cr iter ia 

 literature search analogous to the one described in the 
revious section was dedicated to identification of attributes 
hat facilitate characterisation and comparison of standards.



international journal of critical infrastructure protection 22 (2018) 70–89 75 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3 – Area-specific standards’ evaluation criteria. 

Criterion Description 

Details Does the standard describe details of security 
assessments? 

References Does the standard indicate security assessment 
methods, techniques, additional guidance? 

CT Does the standard specify security requirements, 
objectives which can be used in compliance 

testing? 

Table 4 – Area-independent standards’ evaluation crite- 
ria. 

Criterion Description 

Scope To which particular subject the standard is 
dedicated 

Type Does the standard present technical solutions or 
more general, high-level guidance 

Applicability Indicates to which smart grid components the 
standard can be applied based on the IEC Smart 

Grid map 
Range Depicts geographical coverage of the standard, 

whether it is national or international 
Date Date of publication of the standard 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In result 17 publications related to evaluation of standards
[12,18,36,38,45,58,88,90,91,98,115,117,121,127,128,133,146] were
identified. In principle the documents discuss information
security (12) or smart grid (2) standards. Three of them are
dedicated to other normative documents (green building,
IT interoperability, Machine to Machine and the Internet of
Things). 

Sunyaev [133] describes complete literature analysis ap-
proach and defines as many as 40 standards’ evaluation cri-
teria, which include e.g. availability, skills needed, scalability,
maturity level, compliance etc. The criteria are grouped into
three classification areas: general information system (IS) se-
curity approach characteristics, general IS security approach
characteristics with reference to healthcare and healthcare
specific IS security approach characteristics. 

Sommestad et al. [128] present a quantitative standards’
evaluation method that comprises three phases: selection;
grouping of recommendations and threats; quantifying focus
of standards. Standard selection criteria are defined which in-
clude availability in English, focus on SCADA system security
or type of publishing organisation. The comparison of stan-
dards is quantitative, based on the normalised value for the
number of occurrences of certain keywords in the compared
texts. 

Beckers et al. [18] developed a structured, conceptual model
for analysis of standards and a template that facilitates its ap-
plication. A common terminology is defined. The paper com-
prises good discussion of other standards’ surveys. 

Siponen and Wilson [127] also distinguish between selec-
tion and assessment criteria. The former include recent re-
lease and wide acceptance of scholars and practitioners. The
latter: the scope of application and the type of evidence. 

Several papers define qualitative criteria. Arora [12] evalu-
ates standards according to their focus, scope, structure, or-
ganisational model etc. Phillips et al. [117] compares techni-
cal features (including band, range and data) and security fea-
tures (confidentiality, integrity, availability). ENISA’s evalua-
tion of Privacy Enhancing Technologies [38] distinguishes be-
tween maturity and stability, privacy policy implementation
and usability. Zhang et al. [146] – objective and measures (idea
analysis), Gazis [45] – maturity, layers, arrangement, domain,
definitions, audience, etc. Eastaughffe et al. [36] focus on the
domain-specific features such as safety management agents,
integrity levels, human factors, assurance techniques or post-
development issues. Kuligowski [90] compares standards’ ter-
minology, maps controls and documents, and defines qualita-
tive/quantitative criteria that include effectiveness of security
standards, number of certifications, number of privacy data
breaches, target organisations etc. 

Another approach is presented in NIST SP 800-29
[91] where the content of documents is compared, sec-
tion by section. Similarly in the works of Kosanke [88] and
Metheny [97] who also present domain-specific compari-
son criteria. While Ruland et al. [121] and Idaho National
Laboratory [58] just overviews surveyed standards. 

Summarising, the publications present standards’ evalua-
tion approaches or criteria for various domains, but none of
them provides smart grid-specific criteria. Sunyaev [133] in his
study dedicated to the healthcare sector depicts an impressive
number of security assessment-related criteria. 
Based on the analysis, the following, not exclusive selection
criteria were chosen. A standard to be selected for a content
based evaluation (see previous Section) needed to be: (a) pub-
lished in English, (b) referenced in smart grid standard iden-
tification studies or papers, (c) published by a standardisation
body or governmental institution, (d) related to security as-
sessments or cyber security. 

The area-specific and area-independent evaluation criteria
which serve in comparing the selected standards are pre-
sented in Tables 3 and 4 . 

6. Results of the analysis 

The following sections provide a characterisation of the stan-
dards from the security assessment point of view. The sum-
mary of the analysis is presented in Tables 5 –8 . The stan-
dards are described in the order of their recognisability by the
smart grid standard identification studies or papers described
in Section 4 . 

6.1. IEC 62351 

IEC 62351 “Power systems management and associated infor-
mation exchange – Data and communications security” series
is dedicated to information security in power system control
operations and in particular to communication protocols de-
fined by IEC TC 57. 

The two introductory documents IEC 62351-1 (introduc-
tion) and IEC 62351-2 (terms and definitions) are general in



76 international journal of critical infrastructure protection 22 (2018) 70–89 

s
d

i
c
o
p  

a
m
y
o
t

c
i
n
i  

s
t
m
c

a
w

6

I
m
a
e
s
o
a

m

c
t
t
a
t
v
h
m
i
c
s
e

p
f
t

b
(
s
m

6

N
i
m
s
s
C
b
p
s

C
b
2
a
a
t
m
a
s
n
m
a

t
i
p
v

g

6

T
t
G
a
c
t
b
p

a
f
t
r  

T
n
d
o
o
i

cope while the remaining 4 valid standards (2 were with- 
rawn) provide specific technical requirements. 

In IEC 62351-1 the subject of security assessment is shortly 
ntroduced, without providing any details or references. Ac- 
ording to the standard, security assessment is ‘ ‘the process 
f assessing assets for their security requirements, based on 

robable risks of attack, liability related to successful attacks,
nd costs for ameliorating the risks and liabilities. The recom- 
endations stemming from the security requirements anal- 

sis lead to the creation of security policies, the procurement 
f security-related products and services, and the implemen- 
ation of security procedures.” [59] 

TS 62351-1 perceives security assessment as a circular pro- 
ess which imposes periodical evaluations. The relevant pol- 
cy must define the re-evaluation period. Besides that, tech- 
ological and political changes need to be continuously mon- 

tored in case an immediate re-assessment was necessary [59] .
Other standards in the series don’t provide any security as- 

essment guidance. Since they specify requirements related 

o security, they can be applied in compliance-type of assess- 
ents, where protocols are verified if they match the specifi- 

ations defined there. 
IEC TS 62351-1 applies to all components of the smart grid 

rchitecture (see Fig. 1 ) except physical, cable layer. It has a 
orldwide reach. 

.2. ISO/IEC 27001 and 27002 

SO/IEC 27001 [80] is the most fundamental standard for infor- 
ation security management, acknowledged worldwide and 

pplied by organisations of various profiles (commercial, gov- 
rnmental, not-for profit etc.) and sizes [56] . It is broad in 

cope, not orientated towards any particular domain, sector 
r technology. ISO/IEC 27002 provides auxiliary, practical guid- 
nce on the implementation of ISO/IEC 27001 [81] . 

The following ISO 27001 controls refer to security assess- 
ents: 

• A.14.2.8 System security testing, 
• A.18.2.2 Compliance with security policies and standards, 
• A.18.2.3 Technical compliance review. 

A.18.2.3 requires regular checks of information systems to 
onfirm that information security objectives are achieved. Fur- 
her implementation guidance regards the way of performing 
he compliance checking (manual or automated-tools-aided) 
nd the responsible person (a system engineer or a compe- 
ent and authorised person). Technical compliance review in- 
olves the examination of operational systems to ensure that 
ardware and software controls have been correctly imple- 
ented and may include penetration testing and vulnerabil- 

ty assessments, which register the state of a system in a spe- 
ific time. They might be carried out by independent experts 
pecifically contracted for this purpose. The conditions of pen- 
tration tests or vulnerability assessments are outlined [81] . 

A.18.2.2 imposes periodical checks of compliance with 

olicies and standards. These verifications should be per- 
ormed by managers. A.14.2.8 requires testing of security func- 
ions during software development. 
The international standards ISO/IEC 27001 and 27002 can 

e applied to all components of the smart grid architecture 
see Fig. 1 ). The security controls and objectives defined in the 
tandards can be subject to compliance-based security assess- 
ent. 

.3. NERC CIP 

orth American Electric Reliability Corporation (NERC) Crit- 
cal Infrastructure Protection (CIP) standards define require- 

ents for controls and measures to protect the bulk power 
ystem from cyber threats. The current, fifth version of the 
tandards, approved by the US Federal Energy Regulatory 
ommission (FERC) on November 22, 2013, represents visi- 
le change in the approach and composition of controls com- 
aring to its predecessor. The series comprises 11 documents 
ubject to enforcement. 

NERC CIP-003-6 “Cyber Security – Security Management 
ontrols” imposes vulnerability assessments as part of cy- 
er security programs in energy infrastructures [111] . CIP-010- 
 [112] “Cyber Security – Configuration Change Management 
nd Vulnerability Assessments”specifies requirements for the 
ssessments. According to them the paper or active evalua- 
ions need to be conducted at least once every 15 calendar 

onths, the method of assessment should be documented 

s well as all outcomes. Every 3 years an active assessment 
hould be performed in a production environment in a man- 
er that minimises adverse effects. The choice of assessment 
ethod is left to the operator. The standard doesn’t indicate 

ny particular methods either. 
All 11 NERC CIP standards can be applied to compliance 

esting. In fact, at the end of each document, compliance mon- 
toring and assessment processes are enlisted such as com- 
liance audits, self-certifications, spot checking, compliance 
iolation investigations, self-reporting and complaints. 

NERC CIP can be applied to all components of the smart 
rid architecture (see Fig. 1 ). 

.4. NISTIR 7628 

he National Institute of Standards and Technology (NIST) In- 
ernal or Interagency Report (IR) 7628 “Guidelines for Smart 
rid Cyber Security” is a three-volume report which provides 
 comprehensive framework for smart grid stakeholders that 
an be used for developing effective cyber security strategies 
ailored to their particular characteristics, risks, and vulnera- 
ilities [109] . This de-facto standard is applicable to all com- 
onents of the smart grid architecture (see Fig. 1 ). 

NISTIR 7628 defines the objective of security assessments 
s verifying “that the implementers and operators of smart grid in- 
ormation systems are meeting their stated objectives”. According 
o the standard, security assessments include monitoring and 

eviewing the performance of smart grid information systems.
o evaluate the effectiveness of the security program inter- 
al checking methods, such as compliance audits and inci- 
ent investigations, should be applied. Additionally, continu- 
us monitoring enables organisations reviewing compliance 
f their smart grid information systems. If irregularities are 

dentified, corrective actions should be implemented [109] . 
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Fig. 2 – Smart grid security assessment process defined in 

[124] . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The standard dedicates a separate family of security re-
quirements to the subject of security assessments, namely –
SG.CA family: Security Assessment and Authorisation, which
includes the following 6 requirements [109] : 

• SG.CA-1 Security Assessment and Authorization Policy and
Procedures, 

• SG.CA-2 Security Assessments, 
• SG.CA-3 Continuous Improvement, 
• SG.CA-4 Smart Grid Information System Connections, 
• SG.CA-5 Security Authorization to Operate, 
• SG.CA-6 Continuous Monitoring. 

During security assessments both sides – the assessor’s
and the organisation’s – need to be represented. Key organi-
sation parties are [124] : 

• senior management, 
• smart grid information system and Industrial Control Sys-

tem (ICS) owners, 
• Chief Information Security Officer (CISO). 

The outcome of the assessment should provide in-
formation about risks related to organisation information
which constitutes the basis for the decisions regarding its
operation. 

SGIP-CSWG (Smart Grid Interoperability Panel – Cyber Se-
curity Working Group) developed the Guide for Assessing the
High-Level Security Requirements in NISTIR 7628, Guidelines
for Smart Grid Cyber Security [124] and Companion Spread-
sheet which constitute a very detailed guideline and a toolbox
for evaluating the compliance with NISTIR 7628. The guideline
includes [124] : 

• explanation of basic concepts, 
• description of the security assessment process (see Fig. 2 ),
• definitions of assessment methods, 
• catalogue of assessment procedures, 
• an outline of a sample security assessment report. 

Additionally a companion spreadsheet tool was developed
which covers the catalogue of assessment procedures and en-
ables assessors registering their findings [124] . 

6.5. IEEE 1686 

IEEE Std 1686-2007 “IEEE Standard for Substation Intelligent
Electronic Devices (IEDs) Cyber Security Capabilities” [67] does
not include descriptions of or references to security assess-
ments or a security assessment methodology. 

6.6. IEC 62443 (ISA99) 

IEC 62443 (formerly ISA99) is a set of international standards
devoted to the security of Industrial Automation and Control
Systems (IACS) which constitute a vital component of smart
grids. 

IEC/TR 62443-3-1 specifies that IT security personnel
should typically scan networks and devices as part of routine
vulnerability testing and security assessments [60] . ISA-62443-
4-1-WD defines the requirement 14.3 SDSA-SPV-1 – Security
Assessment (14.3.1): “One or more persons shall be appointed to
carry out a security assessment in order to arrive at a judgement of
the security achieved by the product” [72] . There are no details on
how the security assessment should be executed. 

IEC TR 62443-2-3 requires vulnerability assessments per-
formed by suppliers of software patches [62] . 

The set of standards can be applied to compliance testing
of all components of the smart grid architecture (see Fig. 1 ). 

6.7. GB/T 22239 

GB/T 22239 “Information Security Technology – Baseline for
Classified Protection of Information System Security” [1] is a
Chinese general-purpose standard dedicated to information
systems of any type, published in June, 2008. It defines se-
curity requirements for information systems at five levels of
security protection ability i.e. “the extent to which a system
can defend against threat, detect security event and restore to
the previous state in case of system damaged”. The require-
ments are split between technical and managerial. The se-
curity assessment-related content is limited to the require-
ment of periodical network vulnerability scans. There is no
additional guidance on this requirement. The standard can be
applied to compliance testing of all components of the smart
grid architecture (see Fig. 1 ). 

6.8. NIST SP 800-53 

The National Institute of Standards and Technology (NIST)
Special Publication (SP) 800-53 “Recommended Security Con-
trols for Federal Information Systems and Organizations”
[100] is a fundamental NIST document devoted to informa-
tion security management. Although it has been originally
dedicated to US federal agencies, it raised great international
interest, and is perceived as de-facto standard in the area,
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dopted and implemented by organisations and enterprises 
orldwide. It can be applied to all components of the smart 

rid architecture (see Fig. 1 ). 
NIST SP 800-53 equates Security Assessment with Security 

ontrol Assessment and defines it as “the testing or evaluation 
f security controls to determine the extent to which the controls are 
mplemented correctly, operating as intended, and producing the de- 
ired outcome with respect to meeting the security requirements for 
n information system or organization.” [100] . 

The standard dedicates a separate family of security con- 
rols to the subject of security assessments, namely – CA fam- 
ly: Security Assessment and Authorisation [100] . These con- 
rols, among others, specify that organisations should peri- 
dically evaluate the security controls implemented in their 

nformation systems (CA-2) based on earlier defined security 
ssessment plans. This must be done in reference to the se- 
urity requirements specified for the system and the results 
eed to be documented into a security assessment report. Be- 
ides that, the security controls should be monitored on an 

ngoing basis [100] . 
Organisations should develop, disseminate, and periodi- 

ally review/update formal, documented security assessment 
nd authorisation policies and procedures (CA-1). They must 
efine and document remedial actions to correct weaknesses 
r deficiencies identified during the assessments [100] . 

Security assessments should be performed already at the 
tage of software and firmware development (SA family). For 
hat security assessment plans should be defined. Control SA- 
1 specifies that security assessment plans define the specific 
ctivities that developers plan to perform, such as analyses,
esting and evaluation, or software reviews. The definitions 
over the types of analyses, their depth, accuracy, and cover- 
ge, as well as the types of artefacts (by-products) produced 

uring those processes. 
Acceptance criteria for security assessment plans,

aw remediation processes, and the evidence that the 
lans/processes have been properly applied should be in- 
luded in contracts. Methods for reviewing and protecting 
ssessment plans, evidence and documentation should cor- 
espond with the security category or classification level of 
he information system [100] . 

For high-criticality systems (otherwise optional) penetra- 
ion testing is required to be performed (CA-8). According to 
he document a common method for penetration testing in- 
ludes: 

• preliminary analysis based on full knowledge of the target 
system, 

• identification of potential vulnerabilities based on the pre- 
liminary analysis, 

• testing designed to determine the extent to which the 
identified vulnerabilities can be exploited. 

The descriptions of security assessment issues are detailed 

n NIST SP 800-53 and include enhancements of proposed 

ontrols. Moreover references to further publications are pro- 
ided, namely to (listed in order of relevance) [100] : 

• NIST SP 800-115, Technical Guide to Information Security 
Testing and Assessment [123] , 
• NIST SP 800-137, Information Security Continuous Moni- 
toring (ISCM) for Federal Information Systems and Organi- 
zations [28] , 

• NIST SP 800-53A, Assessing Security and Privacy Controls 
in Federal Information Systems and Organizations: Build- 
ing Effective Assessment Plans [108] , 

• NIST SP 800-37 Guide for Applying the Risk Management 
Framework to Federal Information Systems: a Security Life 
Cycle Approach [104] . 

It is worth to note that Revision 4 of NIST SP 800-82 intro- 
uces the concept of reciprocity [CNSSI 4009], defined as “a 
utual agreement among participating organisations to accept each 

ther’s security assessments in order to reuse information system 

esources and/or to accept each other’s assessed security posture in 
rder to share information” [100] . 

.9. NIST SP 800-82 

IST SP 800-82 “Guide to Industrial Control Systems (ICS) Se- 
urity” is the NIST primary publication dedicated to the se- 
urity of Industrial Control Systems. Like other NIST publica- 
ions it is widely recognised and adopted worldwide. 

Similarly to NIST SP 800-53 the standard dedicates a sep- 
rate family of security controls to the subject of security as- 
essments, namely – CA family: Security Assessment and Au- 
horisation, which forms a basis for validating and certifying 
hat specified security controls are implemented correctly, op- 
rating as intended, and producing the desired outcome [132] .
IST SP 800-82 introduces ICS-specific guidance on (among 
thers) security assessments-related security controls, which 

as moved from NIST SP 800-53 [132] . 
Particular recommendations are provided with regard to 

ulnerability and penetration testing tools. It is advised to 
arefully evaluate the impacts of these tools on the operation 

f an ICS, because there have been cases when the additional 
raffic and exploits used during active vulnerability and pene- 
ration testing, combined with the limited resources of many 
CS, caused the ICS to malfunction (examples are provided).
or this reason a list of recommended vulnerability and pene- 
ration testing techniques for ICS has been developed by San- 
ia National Laboratories (SNL) [35] . The methods on the list 
re less intrusive, passive instead of active. 

The evaluators who perform vulnerability and penetration 

esting must be informed by the ICS owners about the critical- 
ty of continuous operation of the ICS and the risks involved 

ith performing the tests. Another possible risk mitigation 

trategy is performing the tests in a laboratory setting using 
he same ICS components as those applied to the industrial 
rocesses. However even with very good configuration man- 
gement to assure that the lab system is highly representa- 
ive, tests on the actual system are likely to uncover flaws not 
epresented in the laboratory. Certainly the lab tests might be 
pplied to eliminate test procedures potentially harmful to the 
perational system [132] . 

Two assessment tools are introduced, namely the Cyber Se- 
urity Evaluation Tool (CSET) developed by the Department 
f Homeland Security (DHS) and Samurai Projects Security 
esting Framework for Utilities (SamuraiSTFU). CSET aims at 
elping organisations in protecting their key national cyber 
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assets, by providing a systematic and repeatable approach
for checklist-based assessments. SamuraiSTFU is a traditional
network penetration testing toolbox. Besides typical testing
applications it also includes emulators for ICS, smart meters,
and other types of energy sector systems that can be used to
perform comprehensive lab tests [132] . 

For further guidance references to NIST SP 800-115, NIST SP
800-53A, NIST SP 800–37 (see Section 6.8 ) and NIST SP 800-100
“Information Security Handbook: A Guide for Managers” are
provided. The de-facto standard can be applied to all compo-
nents of the smart grid architecture (see Fig. 1 ) that use IACS. 

6.10. ISO/IEC 15408 and 18045 (Common Criteria and 

CEM) 

The ISO/IEC 15408 set of three standards “Information tech-
nology – Security techniques – Evaluation criteria for IT secu-
rity” [74,75,77] describes criteria for security evaluation of IT
products (hardware and software). The standards were orig-
inally developed in the Common Criteria project that aims
at systematic, recognisable product validations and certifi-
cations. The members of the project granted ISO/IEC non-
exclusive license to use their common criteria specifications
in the ISO/IEC 15408 development. The currently available
ISO/IEC 15408 standards are from 2008 and 2009, while the
newest, freely available, Common Criteria (v3.1 Release 4)
[2–4] were published at the end of 2012. These standards are
fully devoted to the security assessment subject as far as secu-
rity products are concerned. The assessments are performed
in testing laboratories. 

A separate document “Common Methodology for Informa-
tion Technology Security Evaluation” (CEM) [5] on 433 pages
explains a standardised, systematic methodology of the as-
sessments. The document is very detailed and technical. Al-
though it doesn’t explicitly mention smart grid, it can be ap-
plied to security evaluation of its software/hardware compo-
nents. An earlier version of this document was adopted as
ISO/IEC 18045 “Information technology – Security techniques
– Methodology for IT security evaluation” standard [76] and
published in 2008. ISO/IEC 15408 and 18045 standards are pub-
licly available without a charge from http://standards.iso.org/
ittf/PubliclyAvailableStandards/index.html . 

6.11. IEC 61850 

IEC 61850 “Communication networks and systems for power
utility automation – Part 10: Conformance testing” [61] does
not include descriptions of – or references to – security assess-
ments or a security assessment methodology. 

6.12. DHS catalog 

The Department of Homeland Security (DHS)’ “Catalog of Con-
trol Systems Security: Recommendations for Standards Devel-
opers” presents practices that various industrial organisations
have recommended to increase the security of Industrial Con-
trol Systems (ICS). The recommendations, grouped into 19 cat-
egories, are broad in scope in order to provide a flexibility level
that enables developing sound cyber security standards spe-
cific to individual security needs. 
DHS recommends that ICS should be authorised for pro-
cessing before starting their operation and after that – peri-
odically or following any substantial change. According to the
guideline each authorisation needs to be accompanied by an
assessment of implemented security measures (certification).
Security certificates should be renewed on an annual basis.
Security assessments need to be also performed before certi-
fications [30] . 

In particular, the recommended control 2.18.4: Security As-
sessments specifies that the security controls should be as-
sessed repeatedly on an organisation-defined frequency (an-
nually – at minimum), to determine the extent of correct im-
plementation of the controls, their intended operation, and
whether they produce the desired outcome with respect to
meeting the security requirements for the system. The results
of the assessment should be registered in a security assess-
ment report. The assessments may include periodic, unan-
nounced, in-depth monitoring, penetration testing, and red
team exercises [30] . 

To satisfy the annual assessment requirement, organisa-
tions can use the results from any of the following sources
[30] : 

• security assessments conducted as part of a system autho-
risation or reauthorisation process, 

• continuous monitoring, or 
• testing and evaluation of the system as part of the ongoing

system development life-cycle process. 

If existing security assessment results are valid they can
be reused and supplemented with additional assessments as
needed [30] . 

The selection of security controls for the assessment
should be based on [30] : 

• the security categorisation of the system (the criticality of
the system), 

• the specific security controls selected and employed by the
organisation, and 

• the level of assurance that the organisation must have in
determining the effectiveness of the security controls. 

Critical controls are assessed annually, other security con-
trols are assessed at least once every three years. Assessments
should be performed and documented by qualified and au-
thorised assessors, who understand the information security
policies and procedures implemented in the organisation, and
the risks associated with a particular facility and/or process.
Organisations should assure that assessments do not inter-
fere with ICS functions. In certain cases an ICS may need to be
replicated or put into off-line mode to enable an assessment. If
a live assessment of an ICS cannot be performed, the organisa-
tion should employ compensating controls such as providing
a replicated system [30] . 

Organisations may employ an independent assessor or cer-
tification agent, or a team of assessors/certification agents to
conduct an impartial assessment of the security controls in
the system. Impartiality implies that the assessors are not in-
volved in any conflicts of interest with respect to the develop-
mental, operational, and/or management chain of command

http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
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ssociated with the control system or to the determination 

f security control effectiveness. The required level of certi- 
er independence should be decided by the authorising offi- 
ial based on the criticality and sensitivity of the system and 

he related risks [30] . 
In certain situations, for instance if an organisation is 

mall, the assessment cannot be performed by independent 
xperts. In this case the independence of the assessment can 

e ensured by carefully reviewing and analysing the assess- 
ent results by an independent team of experts to validate 

he completeness, consistency, and veracity of the results [30] .
DHS recommended control – 2.18.3: Certification, Accred- 

tation, and Security Assessment Policies requires organisa- 
ions to develop, disseminate, and periodically review and up- 
ate formal and documented: 

• security assessment and certification and accreditation 

policies that specify purpose, scope, roles, responsibilities,
management commitment, coordination among organisa- 
tional entities, and compliance, 

• procedures to facilitate the implementation of security 
assessments and certification and accreditation policies 
and associated assessment, certification, and accreditation 

controls [30] . 

The de-facto standard can be applied to all components the 
mart grid architecture (see Fig. 1 ). 

.13. IEC 62056-5-3 

EC 62056-5-3 “Electricity metering data exchange – The 
LMS/COSEM suite – Part 5-3: DLMS/COSEM application layer”

63] does not include descriptions of or references to security 
ssessments or a security assessment methodology. 

.14. ISO 15118 

he three-part international standard ISO 15118 “Road vehi- 
les – Vehicle to grid communication interface” [73] does not 
rovide security assessment guidance. Part 2 which defines 
etwork and application protocol requirements, including se- 
urity, can be applied to compliance checking-based assess- 
ents of the interfaces between electric vehicles and Electric 

ehicle Supply Equipment [73] . 

.15. ISO/IEC 27019 

SO/IEC 27019 [82] “Information technology – Security tech- 
iques – Information security management guidelines based 

n ISO/IEC 27002 for process control systems specific to the 
nergy utility industry” aims at assisting organisations from 

he energy utility industry interpret and apply ISO/IEC 27002 
o protect their Industrial Control Systems (ICS). The standard 

s highly based on ISO/IEC 27002. 
The control 15.2 Compliance with security policies and 

tandards, and technical compliance, where in ISO/IEC 27002 
enetration tests and vulnerability assessments are men- 
ioned (see section ISO/IEC 27001 and 27002), includes direct 
eference to the original. Additionally in the Annex B “Require- 
ents for Secure Control Systems” it is advised to perform 

ests of systems, updates, enhancements and security patches 
n the environments separated from production systems. 

All the requirements specified in Annex B can be used for 
CS-specific compliance checking in all components of the 
mart grid architecture (see Fig. 1 ) that use IACS. 

.16. Security Profile for Advanced Metering Infrastructure 

ecurity Profile for Advanced Metering Infrastructure [9] is a 
uideline developed by the Advanced Metering Infrastructure 
ecurity (AMI-SEC) Task Force and issued in June, 2010. The 
im of the document is to provide guidance on building-in and 

mplementing security in the AMI infrastructure. The major- 
ty of security controls presented in the standard are adapted 

rom the DHS Catalog of Control Systems Security (see Section 

HS Catalog). 
Control DHS-2.10.3 System Monitoring and Evaluation ad- 

ises regular evaluations of all components of the AMI sys- 
em for security vulnerabilities and for compliance with its 

aintenance and security policies. The frequency of evalua- 
ions should depend on the organisation’s risk management 
trategy. All vulnerabilities or incompatibilities with security 
equirements identified during the analyses should result in 

pdates or replacements of the relevant AMI system compo- 
ents [9] . 

The guideline recommends security analysis of all cryp- 
ographic modules applied in the AMI system against the 
equirements of FIPS 140–2 (Federal Information Process- 
ng Standard “Security Requirements for Cryptographic Mod- 
les”). The most advised solution is to use cryptographic mod- 
les validated by the Cryptographic Module Validation Pro- 
ram [110] . 

.17. NRC RG 5.71 

he US Nuclear Regulatory Commission (NRC) Regulatory 
uide 5.71 “Cyber Security Programs for Nuclear Facilities”

113] presents a set of security controls and the guidance on 

heir use, that address national regulations regarding protec- 
ion of nuclear infrastructures. The controls in the standard 

riginate from NIST SP 800-53 and NIST SP 800-82, but they 
ere adapted to the specifics of the nuclear energy sector.
hey are grouped into a template of a cyber security program 

resented in Appendix A. The standard introduces the notion 

f Critical Digital Assets (CDA) which are important from the 
ecurity and safety point of view and must be obligatorily pro- 
ected [113] . 

According to the document, security assessments policies 
nd implementation procedures should be an integral part of 
he cyber security program. They need to be reviewed annually 
113] . 

Periodical, at least annual, evaluations of security controls 
onducted as a part of continuous monitoring process aim at 
alidating the existence, correct functioning and effectiveness 
f security controls required to protect CDA. The effectiveness 
f security controls is subject to continuous changes due to 
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the volatile threat landscape and system environment. De-
tected gaps should result in modifications of the cyber secu-
rity program. Component flaws and malfunctions should be
removed [113] . 

Additionally, all CDA must be scanned for vulnerabilities
at minimum once every 3 months or when weaknesses in se-
curity controls were detected. Interoperable tools and tech-
niques should be used that automate elements of the vulner-
ability management process [113] . 

The standard can be applied to all components of the smart
grid architecture (see Fig. 1 ). It provides reference to a regula-
tory guide on cyber security self-assessment method for US
nuclear power plants (NUREG/CR-6847) [49] , however the doc-
ument is not avaliable publicly [113] . 

6.18. NIST SP 800-64 

NIST SP 800-64 “Security Considerations in the System Devel-
opment Life Cycle” [86] is a guideline dedicated to the US fed-
eral agencies which explains how to incorporate good security
practices into the life cycle of IT system development. 

According to the standard, one of the major activities
performed during implementation/assessment phase of the
system development is system security assessment (activity
3.3.3.3). Newly developed systems or modifications to existent
software/hardware should be formally evaluated before they
are authorised for operation. The evaluation is based on com-
pliance checking with functional and security requirements
and should follow the assessment procedures described in
NIST SP 800-53A “Guide for Assessing the Security Controls in
Federal Information Systems” [108] . All security controls need
to be validated whether they are functional and operating ef-
fectively. 

NIST SP 800-64 specifies expected deliverables from the
process: a security assessment report, plan of action and mile-
stones, and the updated system security plan. Some imple-
mentation advice is provided [86] . 

6.19. IEEE 1402 

IEEE 1402 “Guide for Electric Power Substation Physical and
Electronic Security” [69] describes security aspects related to
the establishment and operation of electric substations. Sec-
tion 8.5 of the standard refers to security assessments, but
is dedicated to physical security. The sample security assess-
ment form presented there can be useful as a reference in
other types of checklist-based evaluations [69] . 

6.20. IEEE C37.240 

IEEE C37.240 “Standard Cybersecurity Requirements for
Substation Automation, Protection, and Control Systems”
[68] presents baseline cyber security requirements dedicated
to electric substations’ communication systems (automation,
protection and control). The requirements are moderately
technical (present technical solutions but without detailed
specifications). 

Requirement 6.8 imposes security testing as an integral
part of a substation cyber security strategy. The aim of testing
 

is to verify effectiveness of applied security controls in defend-
ing against known attacks, but also yet undetected attacks. In-
dicated testing methods include: reviews of security policies
and procedures, penetration testing, physical security audits,
vulnerability scanning and reviews of firewall rules. These ac-
tions should be performed periodically. 

6.21. ISO/IEC 27005 

ISO/IEC 27005 “Information technology – Security techniques
– Information security risk management” [78] is another flag-
ship document from the very popular ISO/IEC 27000 series. It
explains the process of risk management, which is particu-
larly suitable for the organisations that comply with ISO/IEC
27001. Though the standard is risk-centric, the guidance on
identification of vulnerabilities (part of risk analysis) can be
useful in any security assessment. In particular, Annex D
“Vulnerabilities and methods for vulnerability assessment”
provides a list of sample vulnerabilities which can be used
in checklist-based assessments, as well as suggests and de-
scribes vulnerability assessment methods: automated vulner-
ability scanning, security testing and evaluation, penetration
testing and code review [78] . The standard can be applied to
all components of the smart grid architecture (see Fig. 1 ). 

6.22. NIST SP 800-115 

NIST SP 800-115 “Technical Guide to Information Security
Testing and Assessment” [123] provides a systematic and re-
peatable methodology for performing security assessments
which comprises three obligatory phases: planning, execution
and post-execution. The document contains comprehensive,
detailed descriptions and numerous references to other sup-
portive documents. For this reason this document could be a
first choice when seeking for guidance on cyber security as-
sessments in smart grid information systems [123] . 

The standard describes technical testing and examination
techniques that can be used to identify, validate, and assess
technical vulnerabilities and assist organisations in under-
standing and improving the security posture of their systems
and networks. In Appendix A references to other security as-
sessment methodologies are provided, including [123] : 

• Information Design Assurance Red Team (IDART) [122] , 
• National Security Agency (NSA) Information Assessment

Methodology (IAM) [83] , 
• NIST security assessment methodology described in NIST

SP 800-53A [108] , 
• Open Source Security Testing Methodology Manual (OS-

STMM) [55] , 
• Open Web Application Security Project (OWASP) Testing

Project [99] . 

The de-facto standard can be applied to all components of
the smart grid architecture (see Fig. 1 ). 

6.23. Other standards of relevance to smart grid cyber 
security assessment 

AMI System Security Requirements [20] provides the utility
industry and vendors with a set of security requirements for
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to the criteria described in Section 5 . 
dvanced Metering Infrastructure (AMI) to be used in the pro- 
urement process. DHS Cyber Security Procurement Language 
or Control Systems [29] defines analogous procurement secu- 
ity requirements, but for Industrial Controls Systems. 

GB/T 20279 Information Security Technology – Security 
echnical Requirements of Network and Terminal Separation 

roducts [6] is a national standard which presents technical 
ecurity requirements for firewalls and similar devices. Dutch 

uideline “Privacy and Security of the Advanced Metering In- 
rastructure” [101] presents ISO 27001-based security and pri- 
acy requirements for AMI. It imposes periodical assessments 
f security policies based on risk analysis. VGB-Standard “IT 

ecurity for Generating Plants” [16] specifies security require- 
ents for power plants. 
IEC TR 62541-2:2016 “OPC unified architecture – Part 2: Se- 

urity Model” [64] describes the whole security model that in- 
ludes the description of possible threats to the OPC Unified 

rchitecture (UA) and security functions aiming to mitigate 
hem. An important part of the document is dedicated to the 
nalysis of how the OPC-UA security functions meet security 
bjectives and defend from the threats. 

ISO/IEC 19790:2012 “Information technology – Security 
echniques – Security requirements for cryptographic mod- 
les” [79] defines security prerequisites for cryptographic 
odules used in security systems that protect sensitive in- 

ormation in computer and telecommunication systems. 
RFC 6272 “Internet protocols for the smart grid” [13] iden- 

ifies key Internet protocols to be used in a smart grid. It con- 
ains references to the security assessment documents of TCP 
nd IP protocols. 

NIST SP 800–124 “Guidelines for Managing the Security of 
obile Devices in the Enterprise” [129] points out to NIST SP 

00–115 for security assessment guidance. It recommends pe- 
Table 5 – Smart grid or power systems’ standards with asses
guidance. 

Standard Scope App. 

1. NISTIR 7628 Smart grid cyber 
security 

All 
components 

2. NIST SP 
800–82 

IACS security IACS (SCADA) 

3. DHS Catalog IACS security IACS (SCADA) 
4. IEEE 1402 Physical and 

electronic security 
Sub-stations 

5. Energy 
Infrastructure 

Risk 
Management 

Checklists 

Risk management in 
small/medium 

facilities 

All 
components 

6. E.S. 
Cybersecurity 

Risk 
Management 

Process 

Risk management in 
electric sector 

All 
components 

a The standard originally aims at US recipients but it is recognised an
iodical validations whether passive (e.g. reviewing logs), or 
ctive (e.g. vulnerability scans or penetration testing). 

IEEE Std 2030.2-2015 “Guide for the Interoperability of 
nergy Storage Systems Integrated with the Electric Power 
nfrastructure” [71] dedicates its Chapter 8 to the subject of 
ecurity and security in energy storage systems. It advises pe- 
iodical tests of all security controls, mechanisms, and proce- 
ures by performing analyses of technology implemented in 

ystems or devices, their security features and capabilities as 
ell as penetration testing. The latter is recommended to be 

onducted in a timeframe when there is possibly the least im- 
act on industrial processes. 

.24. Other standards of relevance to smart grid cyber 
ecurity 

S Department of Energy (DoE) “Energy Infrastructure Risk 
anagement Checklists for Small and Medium Sized Energy 

acilities” [32] presents complete checklist-based approach to 
isk management for small- and medium-scale energy facili- 
ies, such as municipal and independent utilities, or rural co- 
peratives. 

A risk management methodology dedicated to the electric- 
ty sector is described in “Electricity Subsector Cybersecurity 
isk Management Process” [33] collaboratively developed by 
S DoE, NIST and NERC. The methodology is highly based on 

he ‘general-purpose’ risk management process described in 

IST SP 800-39 “Managing Information Security Risk” [105] . 

.25. Summary and comparison of standards 

ables 5–8 illustrate main features of the standards according 
sment details. All of them provide general, not technical 

Range Pub. Ref. CT 

US a 2014 [124] Yes 

US a 2013 CSET, 
Samurai 

Yes 

US 2009 No Yes 
World-wide 2008 No Yes 

US 2002 No No 

US 2012 No No 

d voluntarily applied worldwide. 
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Table 6 – General application standards and guidelines with assessment details that can be adopted to smart grid. 

Standard Scope Applicability Type Range Date Ref. CT 

7. NIST SP 800-53 Information security 
management 

Enterprise General US a 2013 
[28,104,108,123] 

Yes 

8. ISO/IEC 15408 
(Common Criteria) 

Security evaluation 
criteria 

IT products (hardware 
and software) 

Technical World-wide 2008 (2012) [5] No 

9. ISO/IEC 18045 (CEM) Security evaluation 
method 

IT products (hardware 
and software) 

Technical World-wide 2008 (2012) [74,75,77] No 

10. ISO/IEC 27005 Risk management Enterprise General World-wide 2011 No Yes 
11. NIST SP 800-39 Risk management Enterprise General US 2011 No No 
12. NIST SP 800-64 Cyber security Systems in 

development 
Technical US 2008 [108] Yes 

13. NIST SP 800-115 Cyber security 
testing and 
assessment 

All components Technical US 2008 
[55,83,99,108,122] 

Yes 

a The standard originally aims at US recipients but it is recognised and voluntarily applied worldwide. 

Table 7 – Smart grid, power systems or IACS standards that include some security assessment content, but no details. 

Standard Scope Applicability Type Range Pub. Ref. CT 

14. IEC 62443 
(ISA 99) 

Security of IACS All 
components 

Technical World-wide 2009 No Yes 

15. Cyber 
Security 

Procurement 
Language 

IACS security 
requirements for 

procurement 

IACS (SCADA) Techn. US 2008 No Yes 

16. NRC RG 5.71 Cyber security of 
nuclear 

infrastructures 

All 
components 

General US 2010 [49] ∗ Yes 

17. VGB R175 Cyber security 
requirements for 

power plants 

All 
components 

Technical Ger-many 2014 No Yes 

18. Privacy and 
Security of 

AMI 

AMI security and 
privacy 

requirements 

AMI General Nether-lands 2010 No Yes 

19. NERC CIP Bulk power system 

cyber security 
All 

components 
General US 2013 No Yes 

20. AMI System 

Security Re- 
quirements 

cyber security 
requirements for 

procurement 

AMI Technical US 2008 No Yes 

21. IEEE 2030 Energy storage 
systems’ 

interoperability 

Storage Technical World-wide 2015 No No 

22. IEEE C37.240 Cyber security of 
communication 

systems 

Substations Technical World-wide 2014 No Yes 

23. IEC 62351 Security of 
communication 

protocols 

All 
components 

Technical World-wide 2007 No Yes 

24. Security 
Profile for 

AMI 

Power systems’ AMI 
security 

AMI General US 2010 [103,110] Yes 

25. ISO/IEC 27019 power systems’ IACS 
security 

Operation, 
enterprise, 

market 

General World-wide 2013 No Yes 

26. ISO 15118 Vehicle-grid 
communication 

PEV and 
relevant 

comm. infr. 

Technical World-wide 2014 No Yes 

27. RFC 6272 Identification of 
Internet protocols 

for s. grid 

Smart grid 
communica- 

tion 

Technical World-wide 2011 [50,51] Yes 

28. IEEE 1686 Cyber security Substations Technical World-wide 2007 no Yes 
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Table 8 – General application standards and guidelines which can be adopted to smart grid that include some security 

assessment content, but no details. 

29. Standard Scope Range Pub. Ref. CT 

30. ISO/IEC 27001 and 27002 IS management Worldwide 2013 No Yes 
31. GB/T 22239 IS management China 2008 No Yes 
32. GB/T 20279 Security requirements for firewalls and similar devices China 2015 No Yes 
33. ISO/IEC 19790 Security requirements for cryptographic modules Worldwide 2012 No Yes 
34. NIST SP 800-124 Cyber security of mobile devices US 2013 [123] Yes 
35. IEC 62541 OPC UA security model Worldwide 2016 No Yes 
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. Industry adoption of the standards 

n interesting question regarding the identified standards is 
he status of their actual implementation by the industry. This 
egards such factors as the level of standards’ adoption, time 
f the implementation process, costs and perceived benefits,
s well as which standards are implemented or which barriers 
n the implementation process are encountered by organisa- 
ions etc. 

To answer these questions a literature analysis was per- 
ormed for the 13 most relevant standards (see Tables 5 and 

 ). The same scientific databases as in the main part of the 
urvey (see Table 1 ) and the Internet public resources were 
earched for keywords “NISTIR 7628 implementation”, “NIS- 
IR 7628 adoption”, “NIST SP 800-82 implementation” etc. as 
ell as “smart grid standards implementation” and “smart 

rid standards adoption”. The results show that the available 
ata on this subject are very scarce. 

NERC CIP standards are applied by electric utilities in the 
.S. due to the legal obligation imposed by the Federal Energy 
egulatory Commission (FERC) [14,44,87] . Das et al. [27] indi- 
ate however that this process concerns only the bulk power 
ystem (electricity generation and transmission) as FERC does 
ot have authority to regulate other participants of the elec- 

ricity sector. In consequence the others do not feel obligated 

o improve cyber security of their systems. 
Bartnes Line et al. [15] analysed the status of cyber security 

anagement practices in small and large Norwegian distri- 
ution system operators (DSOs). According to the interviews- 
ased survey, the perception of cyber security risk among the 
perators and preparedness is low. This in particular concerns 
mall electricity distribution system operators, who declare 
he ability of withstanding the worst-case cyber threat scenar- 
os, despite being highly dependent on their suppliers when 

xperiencing cyber security incidents. They do not perceive 
hemselves as a possible target of an attack, because in their 
pinion, larger operators are more attractive for attackers. Al- 
hough the study does not research the standards’ adoption 

evel per se, it indicates the factors that could influence it. 
Wiander [19] conducted a study, based on semi-structured 

nterviews, to determine implementation experiences of 
SO/IEC 17799 (the predecessor of ISO/ IEC 27002) in 4 organ- 
sations (profile not specified in the paper). One of the find- 
ngs was that employees had a positive attitude towards in- 
roducing information security management system as long 
c
s the change did not affect them personally. From that mo- 
ent their attitude changed to reluctance, which according to 

he study, resulted from uncertainty and lack of information.
imilarly, Sussy et al. [134] describe the status of ISO/IEC 27001 

mplementation in Peruvian public organisations and identify 
ritical success factors. The results are validated by case stud- 
es in 5 organisations. These studies are not, however, oriented 

owards the electricity sector. 
Some surveys non-specific to the electricity sector are 

vailable [119,136] . According to the survey of Tenable Net- 
ork Security which covered 338 IT and security professionals 

n the U.S. [136] , 84% of all organisations adopt a cyber secu-
ity framework. The most popular frameworks include ISO/IEC 

7001/27002 and NIST Framework for Improving Critical In- 
rastructure Cybersecurity. As far as the utilities sector is con- 
erned, only 5% of respondents declared the use of a cyber 
ecurity framework. A similar survey conducted in the U.K.
243 respondents) [119] again indicates ISO/IEC 27001 as the 

ost commonly adopted standard ( ≈ 22%). Also in the scien- 
ific literature a common view that ISO/IEC 27001 is a “widely 
dopted” standard is shared [87,93,143] . 

The analysis shows that the topic is not adequately elab- 
rated in the existing literature despite its undoubted signifi- 
ance. The need for further research is evident. 

. Related work 

s mentioned in Section 4 , during literature search smart grid 

tandardisation initiatives were identified that indicated al- 
eady existent standards relevant to cyber security. The stud- 
es are based on expert knowledge and don’t aim at scientific 
ompleteness of their analyses. Thus they don’t indicate a sys- 
ematic method which would serve for this purpose. In result 
hey provide diverse sets of standards and address the subject 
rom various perspectives. 

Additionally to that 8 scientific papers were identified (see 
ection 4 ) that focus on identifying smart grid cyber security 
tandards [40,52,53,85,120,121,142,143] . 

Ruland et al. [121] overview IEC 62351, IEC 62443, IEC 62541- 
, ISO/IEC 27019, NISTIR 7628, NERC CIP and Smart Grid Infor- 
ation Security of CEN-CENELEC-ETSI Smart Grid Coordina- 

ion Group and compare their focus and the scope of applica- 
ion. 

Griffin and Langer [53] explain developing a smart grid se- 
urity architecture. The approach is strongly based on NISTIR 
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7628, the Smart Grid Coordination Group’s Smart Grid Archi-
tecture Model (SGAM) and the Microgrid Security Reference
Architecture (MSRA) of Sandia, which are described quite ex-
tensively. Additionally several IEC and IEEE standards are in-
dicated. Although the paper is not dedicated to identification
or evaluation of standards, the references and descriptions it
provides can be useful. 

Rosinger and Uslar [120] present five standards’ sets (IEC
62351, IEC 62443/ISA 99, NERC CIP and ISO/IEC 27000) and two
national (German) standards (BDEW Whitepaper [17] and Pro-
tection Profile for the Gateway of a Smart Metering System (Smart
Meter Gateway PP) [89] ). The standards are categorised depend-
ing on the value they add to a particular domain of smart
grid (generation, trading, retail, transmission, storage, meter-
ing, application). 

Kanabar et al. [85] briefly describe smart grid standards for
protection, control, and monitoring applications in various ar-
eas of power transmission and distribution network. As for
security – IEC 62351 and IEEE 1686 are shortly described and
NERC CIP, NIST SP 800–53 and NIST SP 800–82 are mentioned. 

Goraj et al. [52] overview NERC CIP, IEEE 1686, IEC 62351,
NISTIR 7628, CIGRE technical brochures on cyber security and
some European cyber security initiatives – in the context of a
secure remote access to electrical substations. 

Falk and Fries [40] summarise smart grid security stan-
dardisation and regulation initiatives including NERC CIP, Ger-
man BDEW, NIST SGIP and European Smart Grid Joint Working
Group, as well as standards and guidelines: NIST SP 1108, NI-
STIR 7628, ISO/IEC 62351, IEC 61850, ISO/IEC 15118, ISA99, IEEE
1686 and RFC 6272. 

Wang et al. very briefly describe eight standards or stan-
dards’ sets (NISTIR 7628, IEC 61850, GB/T 22239, IEC 62351,
ISO/IEC 15408, GB18336, ISO 27001, GB/T 22080) and four stan-
dardisation bodies (IEC SG3, IEEE PES, NIST and SGCC) [142] . 

Among the evaluations, the analysis presented by Wang
et al. [143] is the most systematic. In the first step, the au-
thors perform a literature review based on transparent cri-
teria (standard source, relevance to smart grid cyber security
and representativeness). They indicate 17 publications that in-
clude such recognised standards as NISTIR 7628, IEEE 1686-
2007, NERC CIP, NIST SP 800-53 and SP 800-82 or DHS Catalog
[143] . 

All these studies expose varying levels of completeness
and often address the subject from a specific angle. With the
exception of [143] , they don’t provide details of a systematic
method used in the evaluation, nor selection/evaluation crite-
ria. Many of them are, in fact, just loose overviews of smart grid
security related standards and guidelines. None of the stud-
ies is dedicated to the subject of cyber security assessment of
smart grid components. 

The research presented in this paper presents the follow-
ing distinctive features: 

• It is dedicated to cyber security assessment – to the best of
author’s knowledge there are no other publications which
address this subject despite its importance and actuality. 

• It provides high assurance of completeness due to the ap-
plication of a repeatable, systematic and rigorous literature
search and analysis method with explicitly defined selec-
tion and evaluation criteria (see Section 5 ). 
• The details of the research method are provided (see
Section 4 ). 

• It provides comprehensive guidance on security assess-
ments in smart grid standards – 35 standards and guide-
lines are described from the security assessment perspec-
tive, referred to each other and related to evaluation crite-
ria. 

• All the standards are referenced to the IEC smart grid ar-
chitecture (see Fig. 1 ). 

9. Conclusions 

The study shows that a smart grid standard on cyber secu-
rity assessments has not been specified so far. Cyber security
related standards for smart grid address the issue to various
extent and in different ways. 

There are 6 smart grid or power systems’ standards that
provide more information on security assessment processes
which can be applied to IACS, substations or all smart grid
components (see Table 5 ). The standards provide rather gen-
eral guidance, without technical specifications. They can be
used as a point of reference for higher-level activities, such as
deriving security assessment policies, assigning responsibili-
ties or scheduling security assessment actions. Four of them
can be used in compliance testing. Refere CSET, Samurai and
[124] . 

More detailed, general and technical information is pro-
vided in 7 standards of wide applicability (enterprises, IT prod-
ucts), not particularly intended for smart grid (see Table 6 ).
These standards can be applied to the enterprise level of smart
grid as well as to all its components that use communication
technologies and process information. Besides the guidance
provided in the standards, multiple references to further lit-
erature, which describes additional methods and tools are in-
cluded. Among them NIST SP 800-115 stands out as the most
comprehensive source of security assessment guidance. It de-
fines a three-tier security assessment methodology, describes
several assessment techniques, and provides references to
further literature and approaches [55,83,99,108,122] . This doc-
ument could be a first choice when seeking for guidance on cy-
ber security assessments in smart grid information systems. 

The remaining 21 publications which to lesser or greater
extent refer to security assessments do not provide details on
that subject. Again they can be used for high-level decisions
that regard, for instance, type or frequency of assessments.
The majority of them can be used in compliance testing. 
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