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1. Guvenlik Test Araclari

YV Nessus baCk‘traCk
n essus Network Vulnerability Scanner

s A

C nrmap

“lzmap hping




Nessus

Network Vulnerability Scanner

1.1.

»Nessus, kapsamli bir glvenlik acigi
tarama vyazilimidir. Genel amaci,
bilgisayar sistemlerinde ve bilgisayar
aglarinda potansiyel guvenlik

NesSUS \/ulnerability Scanner

The Global Standard for Vulnerability Scanning

kg aciklarini tespit etmektir. Calisma
prensibi istemci/sunucu  bicimini

kullanir ve test edilecek sistemde
nessus sunucu vyazilminin  acik

f e e olmasi daha derinlemesine test ve

i surface by enforcing compliance and system hardening policies

pe analiz imkani sunar.
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»Gelismis  bir glvenlik tarayicisidir.
Taranan ag uzerindeki sistemler hakkinda
bilgi sahibi olunmasinda, ag topolojisinin
cikarilmasinda, sizma testlerinin
gerceklestiriimesinde, herhangi bir ag
hazirlanirken  gerekli ayarlarin  test
edilmesinde, ag envanteri tutulmasi,

haritalamasi, bakiminda ve yonetiminde
kullanilr.




| -
1.3. hping
» Kullanildigi alanlar

m * [stege gore diizenlenmis TCP, UDP,
ICMP, Raw-ip paketler tretme
o *Guvenlik Duvari islevsellik ve
Home e performans testleri

authors
hping is a command-line oriented TCP/IP packet assembler/analyzer. The interface is BEIIEIEITD]

* . .
inspired to the ping(8) unix command, but hping isn't only able to send ICMP echo Baaesd DOS E ngel Ie me SISte mi

requests. It supports TCP, UDP, ICMP and RAW-IP protocols, has a traceroute mode, » Tiping wiki

the ability to send files between a covered channel, and many other features. B e (0] * Sa I d | rl Tes p it Ve E n ge I Ie m e S i Ste m I e rl

» antirez (it)

ASN” r aas *Gelismis Port Tarama
R werestee - *Geligmis Dosya Transferi

AdChoices [> » Scan Network IP » UDP Port Scanner » Windows UDP Ping » Port Scan

WBox HTTP .
1 2 * .o . .
[}U esing TCP/iP (izerinden hedef sistemlerden
Visitors . .
SMI Eye Trackiﬁa Glasses 2 Wireless 1'6':(!:5"“‘“ b | Ig | tO p I dma
Wearable eye tracking with Natural Gaze™ Head Gear Php interactive
Tcl IRCd
aco2html
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2. Web Performans Test Araclari

GTmetrix
vyoTTAA Kl
gl
%?aigpeg @ PageScoring
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) 1 . GImetrix

BETA

» GTmetrix, web sitelerinin: GTmetrix S

Home | Feamres  Recommendations  Top 1000 FAQ APl Locations n
| | | | | | | |

=Kod yapisini,

Analyze Performance of:

[nto/f ‘ m

Everyhody deserves a fast web experience.
Theweb should befast.” e crer. o ercer sms
e s

n

=Yer alan resimleri,

. arol ved website ex|
=Css ve js dosyalarini, Google, NG, Yarwerunrmerosins
Create a free account instantly! Latest News u )
[ | Sa fa b o u t u n u Signup and get instant access to features like monitoring, graphing, ad blocking and more! Check out the latest changes »
y y ’ Mobile Testing (beta) + And we'Te back!
] ] See how your site performs on an )
{ v actual Android device. Ensure th ) e

nsure at
your page loads optimally for mobile

=Sorgu sayisini, o i mAT

Get more out of your reports. Register for an account today!

=Kodlama standartlarina uyumlulugunu, e ]

Speed matters.

*Acilma hizi gibi arama motorlarindaki siralamasi ile dogrudan orantili olan
dlzenlemeleri kontrol edip size rapor sunan bir servistir.




79 Google

{3 page speed

»Google PageSpeed, sitenizin daha da hizlanmasi icin site icinde kicuk bir

arastirma yapan ve size tavsiyelerde bulunan bir uygulamadir. Sitenizin
hizini arttirmak icin sunulan tavsiyeler arasinda CSS ve Javascript
dosyalarini sikistirma oOnerileri yer alir. Sitenizin hem SEO bazinda, hem
kullanici tarafinda daha da iyi hizmet vermesini saglayan uygulama;
tarafiniza oldukca gelismis ve detayli bir rapor sunar.
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2 | 2 . GOOS[Q

{5 page speed

(\ Google
Developers
Uriinler >  PageSpeed Insights

PageSpeed Insights  wwese g

Web sayfalarinizin tim cihazlarda daha hizli oimasini saglayin

b sayfasi URL'si girin

Is your site mobile-friendly? Try the Mobile-Friendly Test. Dismiss

Web Performansi Geri Bildirim Gonderin

Insights icin tarayici uzantilan ve API'lar, PageSpeed Insights ile ilgili yorum veya sorulariniz
PageSpeed Hizmeti ve optimizasyon kitapligimiz mi var? Geri bildirim génderin veya diistincelerinizi
dahil olmak tizere Google'daki web performansi posta listemizde tartigin

araclar hakkinda daha fazla bilgi edinin.

PageSpeed Insights hakkinda

PageSpeed Insights bir web sayfasinin icerigini
analiz eder ve sayfayl daha hizli hale getirmek icin
aneriler olusturur. Daha fazla bilgi edinin

Search Engine Optimization-SEO,
arama motorlarinin web
sayfalarini daha kolay bir sekilde
taramasina  olanak saglayan
tekniktir. Bununla birlikte arama
motorlari, arama sonuglarini
listelerken algoritmik bir yapi
kullanmaktadir. Bu nedenle web
gelistiricileri  yazmis  olduklari
sayfalari bu ayrintiya dikkat

ederek olusturmalidir. ,




pingdom e s o s »Pingdom, sunucunuza bagh tim

servisleri istediginiz zaman araliklarinda
takip eden ve sunucunun cevap
vermedigi durumlarda size e-mail ya da
SMS ile uyari gonderen bir servistir.
Temel olarak bir web sitenin ka¢ saniye
acildigini  hesaplamakta ve hangi
unsurlarin bu acihs hizini etkiledigini
grafik ve tablolarla gostermektedir.

Uptime and performance
monitoring made easy

Everything you need to monitor your website

With Pingdom’s website monitoring you'll be the first to know
when your website is down, and you'll stay on top of your
website's performance. Monitoring your websites and servers is
asmart decision.




24 YOTTAA

»Yottaa'yl digerlerinden ayiran 6zellik, ayni 4
anda bircok farkli konumdan sorgulama YOTTAA ¥
yapabilmesidir. Amerika, Avrupa ve Asya
kitalarinda birden fazla konumda onlarca
sunucu destegi sayesinde, dinyanin farkl
ulke ve merkezlerden sitenizin acilis hizini
test edebilirsiniz. Ayni anda pek cok olciti
bu servis araciligiyla degerlendirebilir ve
bunlara bagl olarak sitenizin performans
sonucunu anlasilir grafiklerle
izleyebilirsiniz.

Optimize End User Experiences;_._,./
Any Device, AnyNétworkyAnywhere

9
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3. Web Guvenligi Test Araclari

ﬂacunetlx

IIIIIIIIIIIIIIIIIIIII

S U’.'u fl Havi

Protect your interwebs




WEB APPLICATION SECURITY

3 1 Macunetix

acunetix meleamr e B - Dinamik olusturulan web
uygulamalarindaki guvenlik
Leaving your websites open to attack? aglklarlnl tarayarak’ QOk detayll
o it on P & analiz yapilmasini  ve gelismis
R raporlar alinmasini saglayan aractir.
Bu sayede, web uygulamasinda,
veri tabani baglantisinda yada
servisteKki guvenlik  aciklarini,
guvenlik sorunu ortaya cikmadan

Download ~ OnlineScan ~ Learn More

Audit your website security with Acunetix Web Vulnerability Scanner

Website security is possibly todays most overlooked aspect of securing the  Any defence at network security level will provide no protection against web
enterprise and should be a priority in any organization. Hackers are concentrating  application attacks since they are launched on port 80 - which has to remain open. In

Ad
their efforts on web-based applications - shopping carts, forms, login pages, dynamic  addition, web applications are often tailor-made therefore tested less than off-the- b u | m a n I Z I Ve ka p at m a n I Z I S a g I a r.

content, etc. Web applications are accessible 24 hours a day, 7 days a week and  shelf software and are more likely to have undiscovered vulnerabilities. Acunetix
control valuable data since they often have direct access to back-end data suchas ~ Web Vulnerability Scanner automatically checks your web applications for SQL




»Sqglmap acik kaynak kodlu bir
9q|maP® test aracidir.  Saldiri  tespiti,

S e Dl korunmasizlik sémdrica ve Sql
enjeksiyon aciklarini bulma gibi

: islemlerde otomatik olarak islem
 ntroduction()- ; o y
sqlmap is an open source penetration testing tool that automates the process of detecting and exploiting & ya p a n go k g u g | u b I r a ra gt I r'

SQL injection flaws and taking over of database servers. It comes with a powerful detection engine, many

niche features for the ultimate penetration tester and a broad range of switches lasting from database g
fingerprinting, over data fetching from the database, to accessing the underlying file system and executing D tar. 32 Fle
commands on the operating system via out-of-band connections.

Tweets W Follow

2 sqimap 8Dec =
Y22 @sqimap H
1000th GitHub Issue =
(github.com/sqimapproject/.

) from Jun 2012. Thank you all

for participation.




3.3. Havij ¢

»Havij bir web sitedeki Sql injection
e e aciklarini bulmaya yardim eden bir
(7. @ = D = % a & SQL injection otomasyonudur. Web
uygulamasinin savunmasizligindan

. faydalanir.

Target  |http://www.target.com/index.asp?id=123 |

Advance d SQL injection tool
Copyright @ 2009
By r3dmov3

http://r3dmoOv3.persianblog.ir
r3dmov3@yahoo.com

Data Bases Special Thanks
MsSQL with error

MsSQL no error

MsAccess

MySQL

Oracle (beta)

* Status: I'mIDLE

6 ready!
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3 .4. NecsSpydinel

web application security scanner

»Netsparker bir web uygulamasi
guvenlik  tarayicisidir.  Otomatik
olarak bir web sitesini uygulama
seviyesindeki guvenlik aciklarina
karsi analiz edip guvenlik aciklarini
raporlar. Ek olarak raporlamanin bir
adim da oOtesine gecip guvenlik
aciklarint ~ kullanarak  ayni  bir
saldirgan gibi sistemden data
cikartabilir ya da sisteme tam erisim
saglayabiliyor.

NETSPARKER PRICING DOWNLOAD BLOG SUPPORT ABOUT CONTACT

What is Netsparker?

Netsparker is the only False-positive-
free web application security scanner.
Simply point it at your website and it
will automatically discover the flaws
that could leave you dangerously
exposed.
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Website Firewall »  Website AntiVirus

Website'AntiVirus + Firewall

Iw,.?'
|
|
.
|

malware detection, cleanup and prev
| | |

PRICING

LOGIN

»Sucuri SiteCheck, sitenizin iframe
virisl, malware ve kullanicilar icin
tehdit olusturabilecek diger zararl
kodlari icerip icermedigini, kara
listelere girip girmedigini tek
tiklamayla kontrol etmenize olanak
saglayan glzide glvenlik
servislerinden biridir.




4. Penetrasyon Test Araclari

L coRr=

metasploit” S imeRcT

SSSSSSSSSSSS

ol | 2 ool el TS CANVAS £ 5
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4.1 .[ymetasploit”

[y metasploit s e s e appn- |~ Ml€TASploit icinde pek cok hazir
exploit bulunduran ayni zamanda bu
exploitleri yerel ve uzak erisim igin
yapilandirabilen 6zel bir penetrasyon
o ot test yazilimidir. Guvenlik uzmanlari
TR ve Hackerlar icin exploit uygulama ve
gelistirmede kullanilabilen bir alt

World's most used penetration testing software

) yapidir.  Metasploit,  Metasploit
Get free Nexpose Vulnerability Scanner e e— . . .
Metasploit integrates with Nexpose to verify vulnerabilities fl r m a S I ta ra fl n d a n yo n et | | e n Ve p e k
cok kisi tarafindan gelistirilen bir
Metasploit Newbies Framework Users Exploit Developers to p | u | u k p roj es | d | r.
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L= COR=

-~ immACT

PROFESSIONAL

SECURITY® Search

Thinking Ahead

SOLUTIONS PRODUCTS SERVICES RESEARCH NEWS & EVENTS PARTNERS ABOUT CORE KNOWLEDGE CENTER CUSTOMER PORTAL

Home : Products | Core impact

Penetration Testing with Core Impact Pro Jou | rectrer | sane

DEMO TRIAL

CORE IMPACT?® Segcoooaas
Oy EEOEOEoDE S0y
PROFESSIONAL CORE IMPACT "~
PROFESSIONAL
Updates (161) Statistacs | Scheduler
New Workspace _
COMPREHENSIVE MULTI-VECTOR PENETRATION TESTING = indet
Open Workspace o
With 15+ years of leading-edge security research and commercial-grade development. Core "‘?..“;,‘L‘v!""m

Impact Pro allows you to evaluate your security posture using the same techniques employed 8. TEaming a0
by today's cyber-criminals. R croe e l

With Core Impact Pro, you can: o S0 e e
* Leverage true multi-vector testing capabilities across network, web. mobile. and wireless @ Reacdiaboﬂ
Vakdation (e r) Mgtodied
* Test with 25% more unique Common Vulnerability Exploits (CVE) than the competition ——p—
can offer

* Validate patching efforts to ensure vulnerabilities were remediated correctly Download Core Impact Pro Data Sheet




5. Mobil Test Araclari

@ CRITTERCISM

A\ :
-—@-Pulse.lo

A

INnstabug bugsense
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5.1.@ crrercism’

Blog Benchmarks Login Support  RequestaDemo

@ommcm e ooy G e ko Gwwen- sy » Crittercism, mobil uygulama
performansinizi her acidan
degerlendirebilmenize olanak
sagliyor. Bununlar birlikte
Crittercism anlk olarak iOS,
Android, Windows Phone ve
HtmlI5 platformlarindaki
uygulamalarinizin  hatalarini
Monitor,priortize, troubleshoot, and trend your mobile app performance to accelerate your mobile business gO rmenize olanak sa él dyara k
detayli raporlama sunar.

Transaction Management Now
Available

9NIQYVOEaNO

Industry-first mobile-optimized solution to accelerate your
mobile business

LEARN MORE

AN0YI3HI

\'\\.
\ "
.
o

Mobile Transactions  Mobile Benchmarks - Kpp__le What We Do
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=N / AppThwack

»Mobil uygulamalari 100°’den fazla
sepmmewmes  cercek cihazla test etmeye yarayan
bulut tabanh bir test aracidir.
Uygulamanin  hatalarini, cihazin

-4 hafiza ve islemci kullanimini ve
~ benzeri bircok ozelligi her bir cihaz
i h. icin ayrintili rapor halinde sunar.

Test your app on 100s of real devices in the cloud.




A

V- 4
5.3. bugsense

»BugSense mobil uygulama gelistiricilerin tercih edebilecegi bir
diger uygulama performansini olgme (application performance
management) araclarindan bir tanesidir. Mobil uygulamalarin hata
loglarini size bildirerek glincelleme yapmanizi saglamaktadir. BugSense
uygulamanizin buyukligli olcistinde degisik aylik abonelik paketleri ve
iOS, Android, Windows Phone ve HTML5 destegi sunmaktadir.
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5.4.

Instabug

G IONTIS SOTEAD RO | 0 »Instabug’in SDK’sini uygulamaniza entegre
ettiginiz andan itibaren kullanicilar
uygulamanin agik oldugu anda telefonlarini
sag ve sola sallayarak uygulamaniz hakkinda

size geri bildirimde bulunabiliyorlar. Bunun
e i e haricinde uygulamada yer alan fonksiyonlar
icinde ayri ayri yorumda bulunabiliyorlar.
Gelen yorumlar instabug’in  uygulama
yayincilari icin sagladigi ekrandan gorilerek
kontrol edilebiliyor. Bunun haricinde sirket
uygulamaniz icin gelismis bir hata raporlama
imkani hizmetide vermektedir.

In-App feedback for mobile apps!

SIGN UP NOW FOR FREE!




55 -—@—Pulse.io

Wy Plelo - - »Mobil uygulamalarin test asamasinda

gozden kacan hatalarini yakalamak ve kod
performansi konusunda ol¢ciimleme ve
analiz yapan bir servistir. Uygulamadaki
SLEEDSOUNDLY, anlik oturumlar analiz ederek o andaki
sorunlar ve ileriye donuk olusabilecek
hatalar konusunda raporlar ¢ikartan servis
donusim, verimlilik konusunda onemli
Olcutleri gelistiriciyle paylasmaktadir.

YOURE INGOOD COMPANY

myfitnesspal m OGREE 71‘0’
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6. Kullanilabilirlik Test Araclari

@ptimizely u§?mrIW|csn

(O@
U se rZOoom
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6.1. Youkye

YouEye OVERVIEW  SOLUTIONS REPORTING  COMPANY START RESEARCH

Decoding Customer Experiences

DIGITAL RESEARCH PLATFORM

more bile app interactions
Drand positoning, iunnes, and any digital experience

»Uzaktan kullanici testi yapabildiginiz

YouEye’da  kullanicilarin  nereye
baktiklarini takip ederek goz izleme
testi yapabilirsiniz. Ayni zamanda
kullanici ses kaydi da bulunuyor.
Duygularini da olcebilen bir servisi
olan test aracinda, Once gorevler
olusturuyor, ardindan katilimcilarla
test yapiyor ve elde ettiginiz verileri
analiz edebiliyorsunuz.



>Kullanicilarin - hareketlerini

Support  Customer Testimonia (b} in JIE

98% OF YOUR WEBSITE VISITORS DON'T CONVERT. SEE WHY.

Watch recordings of your website visitors
including mobile users

See mouse movements, clicks, mobile
gestures, form input, scrolling and
dynamic Ajax content

Generate heatmaps for mouse movement,
clicks, scrolling and attention

Analyse conversion funneis and form
drop-off to reduce abandonment

Find usability and design issues to
optimise and improve website conversion

Plans & Pricing
click here

izlemeye yarayan bir
kullanilabilirlik test araci
olarak Session Cam, sicaklik
haritasi, tiklama haritasi,
form analizi ve donlisim
hunisi olusturmayi sagliyor.
Kullanicilarin  hareketlerini
kayit ederek tekrar tekrar
izleme sansi bulunuyor.




6.3. trymy gy

GET THE USERS VIEW

Sales: (415) 323-0377 | Upcoming Webinars | Login »

»Kullanicilarin demografik olarak

'EE{XEI;E_Z"@ Home Features Mobile FAQ Plans & Pricing Free trial » prOfi“erlni Segerek
kullanilabilirlik testi uygulanabilir.

Watch videos of real people using dugunme teStI_erI ve yazili geri
verileri video halinde sunulur.

Kendi veritabanina ait
kullanicilari kullanmak isteyenler

Why TryMyUI? How it Works. Satisfied Customers. icin ise ayri bir tcret sunuluyor.




Sign Up Log In

»Baglilik, tiklama, donisim ve
kayit gibi asama ve kistaslarda

Product Pricing Optiverse Resources Jobs

Make every experience count hangi yontemin daha iyi ise
One optimization platform for websites and mobile apps yaradiginin 6lgmeye yarayan bir
aractir. Hedef takibi ile web

mvoseos sitenin  kullanici  deneyimi

acisindan daha iyiye ulasmasi
icin A/B testlerinde kullanilir.

Deliver your best customer experiences at every touchpoint
on the web and mobile apps.
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65, userlytics™

Customer In-Sight

R [Tester login/sign-up| | Client login

»Web site, mobil - kullanici etkilesimini
olcmek amaciyla uzaktan kullanilabilirlik
-+== testi uygulamayl saglar. Kullanici
' deneyimini pozitiflestirmek icin raporlar
halinde  sunulan  veriler  kullanici
kayitlarindan elde edilir. Prototiplerin

AT '
m veya canli web sitesinin kullanilabilirlik

. B
userlytics'

Customer in-Sight Home Why Userlytics2 Private/White Label Pricing Examples Contact us

0 Omni-Channel User Experience Testing [l ¥,

5& Using their mobile devices

EE Astheyinteractin a store

BE In-store video and product feedback
B8 Mystery Shopping

B8 And much more...

Viobile App Usabili

a ) testlerini yaparken kullanicilara sorular
S W sorarak anket yapabilmeyi de saghyor.




\/

g
6 6 userzoom

zooming in on the customer experience

(@‘\/g Blog Comact FAQs Countries

»iPhone, iPad, ve Android telefon
ve tabletler icin mobil websiteleri

. - . ve prototiplerini kullanilabilirlik
Mobile Remote Usability Testing . .
Test mobile websites and prototypes on iPhone. iPad. and Android phones & tablets yo n u n d e n te St et m e m I Z I

saglayan bir aractir. Kullanici
UserZoom offers a mobile testing solution, which allows you to run task-based d e n eyi m i ko n u S u n d a b i Ze bi r go k

usability studies on mobile devices. Obtain quantitative and qualitative data
from participants using their own smartphone or tablet

—— zengin ozellik sunar.

Run small tests throughout the development process. Fits well with the Agile
methodology.

U S e rzoom SOFTWARE ~ SERVICES ~ CUSTOMERS  RESOURCES  ABOUTUS  PRICING

200ming in on the customer experience

HOME ) MOBILE REMOTE USABILITY TESTING

Manage your Budget
Save the amount you usually mvest in @a moderator and lab. Run tests faster
than traditional in-lab studies.

Real User Context
Athome or on the go, users can perform tasks on their own mobile device in
their natural contexts




Calisma Sorulari

1. Mobil test yazilimlarina 3 6rnek veriniz.

2. Userzoom araci hangi alanlarda kullanilir? Agiklayiniz.
3. Web glivenligi icin kullanilan araglardan 4 tane yaziniz.

4. Kullanilabilirlik test araclarini, birbirinden Ustin olan vyerlerini inceleyerek
karsilastiriniz.

5. Birim test araclarini arastiriniz ve karsilastiriniz.

6. Hangi durumda hangi glivenlik test aracini kullanmak daha avantajlidir? Nedenini
aciklayiniz.

7. Havij uygulamasini kullanarak bir sitede glvenlik agigi olup olmadigini belirleyiniz.

35/37



Kaynaklar

[1] BAYKARA, Muhammet; DAS, Resul; KARADOGAN, ismail. Bilgi Givenligi
Sistemlerinde Kullanilan Araclarin Incelenmesi. In: 1st International Symposium on
Digital Forensics and Security. p. 231-239.

[2] http://www.berkaygeldec.com/gtmetrix-nedir/

[3] http://www.ingilizceturkce.gen.tr/Blog/google-optimizasyon/132-google-
pagespeed-nedir

[4] http://tr.wikipedia.org/wiki/Arama motoru optimizasyonu

[5] http://webrazzi.com/2014/02/12/mobil-uygulama-gelistiricilerin-mutlaka-
bilmesi-gereken-sirket-ve-servisler/

[6] http://www.slideshare.net/userspots/kullanlabilirlik-ve-kullanc-deneyimi-
teknikleri

[7] http://tr.wikipedia.org/wiki/Nmap

[8] http://alperfrk.blogspot.com.tr/2014/09/hping-nedirhping-kullanarak-tcpip.html

36/37



http://www.berkaygeldec.com/gtmetrix-nedir/
http://www.ingilizceturkce.gen.tr/Blog/google-optimizasyon/132-google-pagespeed-nedir
http://tr.wikipedia.org/wiki/Arama_motoru_optimizasyonu
http://webrazzi.com/2014/02/12/mobil-uygulama-gelistiricilerin-mutlaka-bilmesi-gereken-sirket-ve-servisler/
http://www.slideshare.net/userspots/kullanlabilirlik-ve-kullanc-deneyimi-teknikleri
http://tr.wikipedia.org/wiki/Nmap
http://alperfrk.blogspot.com.tr/2014/09/hping-nedirhping-kullanarak-tcpip.html

Sorulariniz
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